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1 Introduction

1.1 Purpose & Scope

The purpose of this document is to provide details regarding the use of the Mini Gateway
Ethernet (MGE) with the Host Device.

1.2 Applicable Documents

¢ MGE Datasheet
e MGE Host Protocol User’'s Guide

1.3 Revision History

Date Change Description Revision
3/15/2012 Initial release. 1.0
Table 1 Revision History
The information in this document is subject to change without notice.
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2 General Use

2.1 Ethernet Connections

e The MGE supports one TCP connection at any one time

e The MGE supports multiple UDP connections at any one time

e If a TCP connection is currently in use, a UDP connection cannot be established
e If a UDP connection is currently in use, a TCP connection cannot be established

The information in this document is subject to change without notice.
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3 MGE Settings

3.1 Settings Overview

3.1.1 Host Connection Ports

The UDP and TCP connection ports are the ports that are used to communicate to the
MGE with the host protocol messages.

Unusable TCP ports: 0 and 80
Unusable UDP ports: 0 and 23

The information in this document is subject to change without notice.
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3.1.2 Discovery Message
Each MGE device sends out a broadcast discovery message every five seconds on
UDP port 23. This message can be used to discover MGE devices that are on the
network. The five second broadcast interval can be changed (see host protocol
message Set Discovery Message Interval 0x0A) to various intervals, but the default is
five seconds. The structure of the message is shown below.
Byte Description Value
1 Start Byte 1
2 Packet Length 86
3 Packet Type 1
4 Board Type 1
Two byte value of the current MGE TCP connection
port (MSB to LSB).
5-6 Ethernet TCP Connection Port
Byte 5: TCP Port High Byte
Byte 6. TCP Port Low Byte
Two byte value of the current MGE UDP connection
port (MSB to LSB).
7-8 Ethernet UDP Connection Port
Byte 7: UDP Port High Byte
Byte 8: UDP Port Low Byte
9-14 MAC Address Six byte MAC address of the MGE (MSB to LSB).
Firmware Version number of the MGE.
Byte 15: Version Major
15-19 Firmware Version Byte 16: Version Minor
Byte 17: Version Month
Byte 18: Version Day
Byte 19: Version Year
20 - 83 Gateway Name 64 byte ASCII name of the gateway. Note: Only 50
characters are usable.
Two byte identifier for the type of RF module in the
MGE.
Byte 84: 0x00
84-85 Module Type Byte 85: Module Type
Module type SIFLEX02 =1
Module type ProFLEX01 =2
Module type SIFLEX01 =3
86 Checksum 1 byte summation of all previous bytes in the
message

Table 2 MGE UDP Discovery Broadcast Message

The information in this document is subject to change without notice.
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Once a host is connected to the MGE, this discovery message will stop being sent at the
set interval unless the MGE is set to send the broadcast message even when a host is
connected (see host protocol message 0x0A). This is to make the MGE on the network
more “invisible” when it is being used by a host. As soon as a host disconnects or a
connection timeout is reached, the discovery message will start broadcasting again.

3.1.3 Connection Timeout

The Ethernet connection timeout is to allow the MGE to “clean up” is Ethernet
connection if a connection is lost or is idle for an extended period of time. This interval is
set to 120 seconds by default and can be configured with host protocol message 0x20.
Once the connection timeout is reached, the MGE will close any current connections it
has open and will start sending its discovery broadcast message.

3.2 Default Settings

The MGE comes set with the following default settings:

Description Setting
IP Address Mode Static
IP Address 192.168.1.100
Default Gateway 0.0.0.0
Subnet Mask 255.255.255.0
UDP Connection Port 64206
TCP Connection Port 48879
Discovery Broadcast Interval 5000 ms

Send Broadcast if host is connected False

Gateway Name LS Research ModFLEX Mini Gateway Ethernet
Ethernet Connection Timeout 120000 ms (120 seconds)

Web Interface Username admin

Web Interface Password admin

Table 3 MGE Factory Default Settings

The information in this document is subject to change without notice.

330-0076-R1.0 Copyright © 2011-2012 LS Research, LLC Page 7 of 19



ModFLEX™ MINI GATEWAY ETHERNET (MGE)
‘ A by LS RESEARCH USER’S GUIDE

3.3 Restoring the MGE Default Settings

The MGE can be restored to factory default settings by physically resetting the MGE. To
reset the MGE use the following steps.

1. Remove power from the MGE.

2. Hold down the ‘soft reset’ button (This button is located to the bottom right of the
RJ45 connector through a small hole in the case).

3. While holding the button, apply power to the MGE.

4. Keep holding the button for 5 seconds until all the LEDs on the MGE stay on for
2 seconds and then turn off.

5. The MGE has now been reset to factory default settings.

Figure 1 MGE Soft Reset Button

The information in this document is subject to change without notice.
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4 MGE and the ModFLEX Test Tool Suite

4.1 Open the ModFLEX Test Tool Suite

Open the ModFLEX Test Tool Suite and select Ethernet, then click connect.

_
% ModFLEX Test Tool Suite | St

Select ModFLEX Device Connection

Version 2.3.3.0

Figure 2 Connect to Ethernet Device

The information in this document is subject to change without notice.
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4.2 MGE Discovery

First, the user should verify that the correct Ethernet interface is selected in the “Ethernet
Interface” drop down box. When the MGE does not have a host connected it sends a
UDP broadcast message on port 23 every 5 seconds. The Ethernet Device Browser
listens for these messages to determine what MGEs are on the network. Once an MGE
is discovered the user can chose whether to connect with TCP or UDP in the
“Connection Type” box, and then double click on the desired MGE or select one and
click the “Select” button.

TCP Connection UDP Connection
Port Port

|_ |'IE!2.'IB':‘-..'I.'IDD 00:25:CA:01:00:0E | 48879 2| 012 4/21/M SIFLEXD2 LS Research ModFLEX Mini

4 UIJ

Ethemet Interface: [ﬁsixm USB2.0to Fast Bthemet Adapter (152.168.1.211) V] PLEASE WAIT FOR DEVICES TO BE DISCOVERED.

Connection Type Connection Options

@ TCP @ Listen For Devices T A\ddress: | | | | | | lEsTiE

cos S e @ SiFLEX02 ProFLEX01

Figure 3 Connect to Discovered MGE

The information in this document is subject to change without notice.
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5 MGE Web Interface

The user can type the IP address of any MGE into a web browser to access the web
interface. Only one user can be logged on the web interface at a time. If the web
interface is left idle for more than 5 minutes the connection will expire and the user will
have to log back in.

The web interface provides the user easy access to changing MGE settings, or basic
settings of the RF module on the MGE without the need to use any external software.

MGl & tp://1921681.100/10 O ~ B & X | s moE

oY @ Microsoft Office Project ...

M LS Research ModFLEX™ Mini Gateway Ethernet

Login

Log in to the gateway:

User Name:

Password:

Login

If you forgot your login username or password, you
must do a factory reset on the gateway.

If you are logging in for the first time, make sure you
change the default username and password.

Figure 4 MGE Web Interface Login Page

The information in this document is subject to change without notice.
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e
all &% hitp://192.1681100/ O ~ B & X | 2 | sR MGE

S @ Microsoft Office Project ...

M LS Research ModFLEX™ Mini Gateway Ethernet

Overview Gateway Settings Module Settings Statistics

Overview

Gateway Settings

Name

Firmware Version

IP Address Mode
IP Address
Subnet Mask
Default Gateway
TCP Port

UDP Port

Discovery Message Interval

Always Send Disc. Msg.
Connection Timeout

Module Settings

Firmware Version

Short Address

Long Address

PAN ID

RF Channel

RF Power Level

Allow Broadcast Address
Allow Broadcast PAN ID
Promiscuous Mode
Allow Secured Packets
Security Key

User: admin

LS Research ModFLEX Mini Gateway Ethernet
Date: 04/21/2011
Version: 0.12
string: LSR MGE
Static
192.168.1.100
255.255.255.0
0.0.0.0

48879

64206

5000

False

120000

Module: SiIFLEX02

Date: 06/14/2010

Version: 2.0

String: LSR SIFLEX02 (250mW)
665

00.25.ca.03.00.01.02.59

100

5

21

True

True

False

True
00.00.00.00.00.00.00.00.00.00.00.00.00.00.00.00

Figure 5 MGE Main Page

The information in this document is subject to change without notice.
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Ml &% http://1921681100/m O ~ B & X | ¥ 1SR MGE

S @ Microsoft Office Project ...

M LS Research ModFLEX™ Mini Gateway Ethernet

Overview Gateway Settings Module Settings Statistics i Logout

Gateway Settings User: admin

Settings in BLACK font are currently saved settings. Settings in RED font are

S - 5 - ELE ' = Appl
pending settings that will be saved when the Apply button is clicked. &J

Firmware Version

Version 0.12
Date 04/21/2011
String LSR MGE

IP Address

Address Mode Static IP

Static Address 192 . 168 .

Subnet Mask 255 . 255 . . 0
Default Gateway o . o . O . o

WARNMNING: When setting these options, the MGE will be reset and connection will be lost.
Gateway Name

Name LS Research ModFLEX Mini Gateway Ethernet

Ethernet Connection Ports

TCP Port 48879
UDP Port 64206

WARNMNING: When setting these options, the MGE will be reset and connection will be lost.

Discovery Messag

Figure 6 Gateway Settings Page

The information in this document is subject to change without notice.
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(e all 2% http://1921681.100/m O ~ B & X |2 15k mGE

S @ Microsoft Office Project ...

M LS Research ModFLEX™ Mini Gateway Ethernet

Overview Gateway Settings Module Settings Statistics Logout

Module Settings

User: admin

Apply

Settings in BLACK font are currently saved settings. Settings in RED font are
pending settings that will be saved when the Apply button is clicked.

Firmware Version

Module

SiFLEX02

Version
Date

String

2.0
06/14/2010
LSR SIiFLEX02 (250mW)

Basic RF Settings

Short Address

Long Address (msb - Isb) 00 : 25 : ca : 03 : 00 : 01 : 02 .

PAN ID

RF Channel 5 B
RF Power Level 21 B

Allow
Allow
0 Allow
Allow

15 00 : 00 : 00 : OO : OO0 : OO0 : OO : 00 s

Broadcast Address
Broadcast PAN ID
Promiscuous Mode

Secured Packets

Security Key (msb - Isb)

7 00 : 00 : OO : OO : OO : OO0 : OO : 00 o

Figure 7 Module Settings Page

The information in this document is subject to change without notice.
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Wl 2% ttp://192.1681.100/2c O ~ B & X | 2 L5k mGE

95 2| Microsoft Office Project ...

M LS Research ModFLEX™ Mini Gateway Ethernet

Overview Gateway Settings Module Settings Statistics
Admin User: admin

Change Login Username

Enter a new username between 1 and 32 characters
long:

Current Username: ‘admln

New Username:

Retype Username:

Submit

Change Login Password

Enter a new password between 1 and 32 characters
long:

Current Password:
MNew Password:

Retype Password:

Figure 8 Admin Page

The information in this document is subject to change without notice.
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6 MGE Boot Loader

6.1 MGE Boot Loader Network Requirements

The MGE boot loader uses BOOTP and TFTP to function. This means that all

messaging is done with UDP. In order for the boot loader to function properly, the
network the MGE resides on must:

1. Allow UDP broadcast messages
2. Allow traffic on UDP ports 9, 67, 68, and 69

6.2 Open the ModFLEX Test Tool Suite

Open the ModFLEX Test Tool Suite and select Ethernet, then click connect.

.
' \odFLEX Test Tool Suite (St

Select ModFLEX Device Connection

Version 2,3.3.0

Figure 9 Connect to Ethernet Device

The information in this document is subject to change without notice.
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6.3 Select MGE to Update

In the Ethernet Device Browser right click on the device you wish to update and select
‘Load New Firmware’.

TCP Connection UDP Connection
Port Port

|n | 152.168.1.100 | D0:25:CA:01:00:0E | 48879 64206 012 42111 SiFLEXD2 LS Research ModFLEX Mini
i)  WebInterface

Load MNew Firmware

MAC Address

4 I

Ethemet Interface: [ASI)(AXB‘S??z USE2 0to Fast Ethemet Adapter (152.168.1.211) V] PLEASE WAIT FOR DEVICES TO BE DISCOVERED.

Connection Type Connection Options

© TP ® Listen For Deviees P Address: | || || odse Type
) UDP ® Connect Manusly _ @ SIFLEX2 ProFLEXD1

Figure 10 Select Load New Firmware in the Ethernet Device Browser

Clicking the “Load New Firmware” menu item will start the MGE Firmware Loader
application. The MGE Firmware Loader can also be accessed by going to Start ->
Programs -> LS Research -> MGE Firmware Loader.

The information in this document is subject to change without notice.
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6.4 Using the MGE Firmware Loader

When the Firmware Loader window is displayed, the user must type in the IP address
and MAC address of the MGE to be updated. Then the user must select the Ethernet
adapter that will be communicating to the MGE. Finally a firmware image needs to be

selected and then the program button can be pressed.

W MGE Firmware Loadd

IP Address MAC Address
| 1s2.168.1.100] | | 00:25:CA:01:00:01 |

Ethernet Adapter

|Inte|{F‘.}l 82577LM Gigabit Metwork Connection  (172.16.1.11)

|v|

Select a .bin File

| | Browse

Select a .bin file...

Program ]

Figure 11 MGE Firmware Loader Program

Version 1.1.1.0

The information in this document is subject to change without notice.
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7 Contacting LS Research

Headquarters LS Research, LLC
W66 N220 Commerce Court
Cedarburg, W1 53012-2636
USA
Tel: 1(262) 375-4400
Fax: 1(262) 375-4248

Website www.Isr.com
Wiki wiki.lsr.com
Technical Support forum.Isr.com
Sales Contact sales@lsr.com

The information in this document is provided in connection with LS Research (hereafter referred to as
“LSR”) products. No license, express or implied, by estoppel or otherwise, to any intellectual property right
is granted by this document or in connection with the sale of LSR products. EXCEPT AS SET FORTH IN
LSR’'S TERMS AND CONDITIONS OF SALE LOCATED ON LSR’'S WEB SITE, LSR ASSUMES NO
LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY
RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL LSR BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS
OF PROFITS, BUSINESS INTERRUPTION, OR LOSS OF INFORMATION) ARISING OUT OF THE USE
OR INABILITY TO USE THIS DOCUMENT, EVEN IF LSR HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. LSR makes no representations or warranties with respect to the accuracy or
completeness of the contents of this document and reserves the right to make changes to specifications
and product descriptions at any time without notice. LSR does not make any commitment to update the
information contained herein. Unless specifically provided otherwise, LSR products are not suitable for,
and shall not be used in, automotive applications. LSR’s products are not intended, authorized, or
warranted for use as components in applications intended to support or sustain life.

The information in this document is subject to change without notice.
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