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1 PREFACE

This document guides you through the process of the loading or updating the AT interface firmware to a Pinnacle 100 module
from the official firmware images distributed by Laird Connectivity. The firmware can be loaded via SWD or via UART.

This guide is a miniaturized version of the Pinnacle 100 Programming Guide, which can be referred to for details on
generating/programming the Pinnacle 100 module using custom user application files. Once the AT interface is loaded to the
module, you can refer to the AT Interface User Guide which contains a list of Bluetooth commands and instructions for how to
use the AT interface firmware or refer to the HL7800 guide for a list of modem/cellular commands. These documents are
accessible from the Pinnacle 100 product page.
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2 HARDWARE SETUP

2.1 Pinnacle 100 Development Board
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Figure 1 — Dev Board Setup
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2.3 Upgrade Types

The AT interface firmware can be loaded to the module using SWD or UART. Please note that if a signed non-AT interface
firmware is loaded to the Pinnacle 100 module, a factory default command must be issued to the module in bootloader mode
over the UART which erases the contents and settings of the module.

Table 1 gives an overview of the supported firmware upgrade methods and the feature set of them.

Table 1: Firmware uiirade methods

Required hardware UART (FTDI) SWD (J-Link)
FTDI drivers, UwFlashX

Required software JLink drivers, Nordic nRF command line tools

Transfer speed Medium Fast

Upgrade time Slow Fast

Works with readback
protection enabled

Keeps existing QSPI data X X
OS Support Windows/Linux (x86, x86_64 and ARM)/mac

Note:  Segger J-Link supports CLI programming operation only using nrfjprog. The Pinnacle 100 development board has a
J-Link OB which allows for debugging and testing applications on the module present on the development board only.
For further details, refer to the Segger website: https://www.segger.com/products/debug-probes/j-link/

2.4 Driver Verification

For driver verification, follow these steps:

1. Verify that the driver for the FTDI virtual serial port or Segger J-Link is installed from device manager.

2. For FTDI: Expand Ports (COM & LPT) and ensure that you see the FTDI device as USB serial device.
For Segger J-Link: Expand Universal Serial Bus Controllers and ensure that you see the J-Link device as J-Link driver.

[ IDE ATASATAPI cantrollers

--ﬂ!ﬂ IntellR) Dvnamic Plakform and Thermal Framewark
E Keyboards

-- Memary techinology driver

%I Mice and other pointing devices

l'i Manitors
-F Nebwork adapters

FTDI driver
Frocessors
- Security Devices
- Smart card readers
ﬂ Sound, video and game controllers
78 System devices
= i Universal Serial Bus controllers
----- Intel{R) USE 3.0 eXtensible Host Controller
----- IntellR) USE 3.0 Rook Hub
----- Intel{R) USE 3.1 extensible Host Contraller
----- EiLISESL Raak Hub
----- I-Link driver J-Link driver
----- USE 2.0 MTT Hub
----- UUSE 3.0 Hub

Figure 2 — Driver identifification using Device Manager
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3 SOFTWARE
3.1 FTDI UART Drivers

To download and install the FTDI UART drivers, follow these steps:

1. If UART access is required and drivers are not installed, visit the FTDI website:
https://www.ftdichip.com/Drivers/VCP.htm and download the drivers for your operating system and architecture.

2. Once downloaded, run the installer. Any attached FTDI devices should be automatically detected by the installer.

Once installed, the FTDI ports can be used like they were a serial port from any supported applications such as
UwTerminalX, available to download from: https://github.com/LairdCP/UwTerminalX

3.2 J-Link Segger Drivers

To download and install the Segger J-Link drivers, follow these steps (note that V6.62b or newer is mandatory/required):

1. If Segger J-Link drivers are not installed or are outdated, visit the Segger download site:
https://www.segger.com/downloads/jlink/ and download the J-Link Software and Documentation Pack for your operating
system and architecture. At the time this document was written, the latest version was V6.50b.

@ J-Link Software and Documentation pack for Windows V6.46k [2019-07-22] 35,349 KB

" _ £ DOWNLOAD
Installing the software will automatically install the J-Link USB drivers and offers to update applicati IS4 Older versions

the J-Link DLL. Multiple versions of the J-Link software can be installed on the same PC without prob
co-exist in different directories.

Figure 3 - J-Link driver package

2. Once downloaded, launch the installer which installs the drivers to your system and the corresponding Segger
applications to your computer.

3.3 Nordic nRF Command Line Tools

To download and install the latest Nordic NnRF command line tools, follow these steps (note that version 10.7.0 or newer is
mandatory/required):

1. Download the latest Nordic nRF command line tools from https://www.nordicsemi.com/Software-and-
Tools/Development-Tools/nRF-Command-Line-Tools for your operating system and architecture. At the time this
document was written, the latest version was 10.7.0.

Selected version

Choose _
platform and 10.7.0 Win32
version nRF-Command-Line-

Tools_10_7_0_Installer.exe

Choose your
Desktop platform

and salect Changelog:
version {latest

released version () 1070 Win32 e

recommeanded)
(10,60 Win3z2 v

m () 1050 Win32 hd

; () 10,41 Win32 hd

Figure 4 — Nordic nRF command line tools package

2. Once downloaded, launch the installer which installs the utilities to your system.
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3.4 UwTerminalX

UwTerminalX is a cross-platform utility for communicating with Laird Connectivity’s modules via UART. To download and
install the latest version, follow these steps:

1. Download the latest version from https://github.com/LairdCP/UwTerminalX/releases for your operating system and
architecture.

2. If you are using Windows and have downloaded the SSL version, ensure you follow the instructions on the releases
page for installing the visual studio 2015 redistributable

If you are using Linux, ensure you follow the instructions available on the main Github project page.

3.5 UwFlashX

To download the latest version of UwFlashX, follow these steps:

1. Visit the UwFlashX github page at https://github.com/LairdCP/UwFlashX.
2. Click the Releases tab.
3. Under the latest release, select the package for your operating system. Builds are provided for the following:
=  Windows (32-bit build, supports 32 and 64-bit versions of Windows 7 onwards)
=  Linux x86 (static build, requires 32-bit libUSB and libFTDI installed on your system)
=  Linux x86_64 (static build, requires 64-bit libUSB and libFTDI installed on your system)
= Linux ARM (Raspberry Pi) (static build, requires libUSB and libFTDI installed on your system)

= Mac (Note: Does not support automatic bootloader entrance functionality. You must manually enter the
bootloader if a user-application is loaded to the Pinnacle 100 module.)

4. Download and open the file for your target operating system and move it to a location from which you want to run it.

5. For Linux users, please ensure you follow the instructions for enabling non-root users access to USB serial devices as
described on https://github.com/LairdCP/UwTerminalX/wiki/Granting-non-root-USB-device-access-(Linux).

6. Open UwFlashX by running the executable file.

4 RESTORING FACTORY DEFAULTS

If a signed firmware is loaded to the Pinnacle 100 module or configuration options are set, then the module might need to be
restored to factory defaults before the AT interface firmware is programmed. Only follow the below steps if this is the case. If
this is not the case, then move on to the following section, Obtaining the Latest Firmware.

4.1 Restoring to Factory Defaults (via UART)

Once a Pinnacle 100 module is programmed with settings like a user application and public key, this information cannot be
changed by programming another key, but the module can be restored to factory default. This restoration erases all data on
the module except the license key, allowing it to be re-used if a wrong key was programmed or if the programmed application
is not valid.

Note: If the full-erase block is enabled as described in the Pinnacle 100 Programming Guide, then issuing the full-erase
command does not work and an error is returned. The only way to erase the module in this instance is to perform an
erase using SWD as described in the Full-Chip Erase/Recovery (via SWD) section.

Note:  Restoring to factory defaults does not erase or reset the readback protection security option or the CPU debug
protection. The only way to remove this protection is to perform a recovery operation via SWD, which is detailed in
the Full-Chip Erase/Recovery (via SWD) section.

https://www.lairdconnect.com/ 10 Americas: +1-800-492-2320
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Returning a unit to factory default settings can take up to approximately three minutes but is usually quicker. This depends on
the age and utilization of the device. Follow these steps to perform a restore process:

1. Enter bootloader mode on the Pinnacle 100 by doing the following:
Hold P0.31 (pin 16 on the M.2 connector) low and reboot the module or power it up (on the development board, hold
down SW1 and press the reset button).

2. Open a serial utility such as UwTerminalX and select the correct serial port connected to the Pinnacle 100 module, with
hardware flow control enabled, baud rate set to 115200, 1 stop bit, and no parity.
The CTS status should be green to indicate that the module is ready to accept commands.

3. Send a new-line character (by pressing Enter on the terminal) to confirm that it is in bootloader mode. The response
should be f and a hex character — which in UwTerminalX take the form of a slash (\) followed by two numbers.

Right-click on the UwTerminalX window and select the automation option.

Check the Un-Escape Strings box.

In the top field, add the following data: p\Of\51\2a\51

In the second field, add the following data: \7f\7f

If the automation window is in the way of the terminal window, move it so that both are visible.

Click Send next to the top field to unlock the bootloader. The module should respond with an a. If it does not, there is
an issue with your setup or configuration, or you are using a different module which is incompatible.

10. Click Send next to the second field to begin the restore process. No response should be emitted from the module for
some time. Once complete, the module should output a. If it emits an f, then an error occurred during the erase
process.

© o N O A

The module is now restored to factory defaults, excluding resetting any security bits, and can be used or programmed
as desired.

4.2 Full-Chip Erase/Recovery (via SWD)

Performing a full-chip erase via SWD erases all data on the Pinnacle 100 module — bootloader, settings, and update images
(including security bits which include readback protection and CPU debug protection).

Note: A full-chip erase does not erase modem settings or firmware.

To perform a full-chip erase, follow these steps:

1. Connect the Pinnacle 100 module to your PC with the Segger J-Link.

2. Open aterminal or command prompt window and issue the following command: nrfjprog -f NRF52 --recover

3. Once complete, issue the following command: nrfjprog -f NRF52 --gspieraseall
Note that this command may take up to 3 minutes to complete.

4. The Pinnacle 100 is now blank and not running any software.
If you wish to reprogram the bootloader, follow the remaining steps.

5. Download the latest version of the bootloader from the Laird Connectivity Pinnacle 100 product page in the downloads
section.

6. Program the bootloader to the module using the following command (replace the filename with the filename from the
firmware package):
nrfjprog -f NRF52 --program Pinnacle 100_Bootloader.hex --reset

7. Once the programming is complete, open a serial utility such as UwTerminalX. Select the correct serial port connected
to the Pinnacle 100 module, with hardware flow control enabled, baud rate set to 115200, 1 stop bit, and no parity.

The CTS status should be green to indicate that the module is ready to accept commands.

8. Send a new-line character (by pressing enter on the terminal) to confirm that it is in bootloader mode. The response
should be f and a hex character, which in UwTerminalX is a slash (\) followed by two numbers.

The module is now fully restored to factory default settings, including removing any security bit settings, and can be
used/programmed as desired.

https://www.lairdconnect.com/ 11 Americas: +1-800-492-2320
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5 OBTAINING THE LATEST FIRMWARE

The latest AT interface firmware for the Pinnacle 100 can be found on the Laird Connectivity Pinnacle 100 product page in the
downloads section.

It is distributed in a zip file which includes hex files (used for SWD programming) and ubu files (used for UwFlashX
programming).

Download the firmware zip file and extract onto your system so that it can be used to program the module in the following
steps.

6 FIRMWARE SELECTION

The firmware zip file contains the AT interface firmware with differing levels of security (described in Table 2). We recommend
that you use the high security firmware file. However, it is important to note that, once a high security image is programmed to
the module, nrfjprog access to the module no longer works. Future AT interface firmware updates can only be performed using
UwFlashX over the UART.

Table 2: Comiarison of firmware securiti

Mid-level security image High security firmware which is
Firmware with no security Enables some. but not all recommended for production.
Can be freely used for testing security features The UART command for
o and can be easily regsed for If the end application is likely to performing a full erase is blocked.
Description custom application change (e.g. to a custom Zephyr The only feature not activated is
development. application), this allows loading the the bootloader unlock key. For
We do not recommend using replacement firmware to the module details of this feature and for how
this image in production and does not block access to the to enable it, see the Pinnacle 100
CPU debug functionality Programming Guide
Readback protection X X v
CPU debug protection X X v
Laird Connectivity AT
h . v v v
interface public key set
Block UART
bootloader verification X v v
Block UART
bootloader readback X v v
UART full erase X X v
command blocked
Bootloader unlock 2 - -
code set
Boot verification X Yo v
Solo action prevention X X v
Erase sections blocked X X v
https://www.lairdconnect.com/ 12 Americas: +1-800-492-2320
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7/ PROGRAMMING THE FIRMWARE
7.1 UwFlashX

To flash the AT interface firmware using UwFlashX, follow these steps:

1. Open UwFlashX.

2. Change the Port drop-down option to the serial port to which the Pinnacle 100 module is connected.

3. Change the Bootloader Entrance Method to FTDI reset (Pinnacle 100).
For Mac users, this option is unavailable. Instead, hold down the SW1 button on the development board and press the
reset button. Wait three seconds then let go of the SW1 button.

4. Click ... and select the ubu file from the previously extracted firmware zip file.

5. If you have set a bootloader unlock key, click the Bootloader Unlock Key tab and enter your unlock key into the
Bootloader Unlock Key field.

6. Click Begin Update.

The firmware file is now uploaded to the module. Once complete, the module automatically resets, and the bootloader
performs the requested firmware update. This may take up to two minutes but is typically much faster. The green LED
on the Pinnacle 100 development board (LED4) will blink to indicate that the firmware upgrade is in progress.

Note: If a HL7800 firmware update image is enclosed, the update process may take in excess of 15 minutes.

The process is now complete. You should be able to send AT commands to the module via the UART.

/7.2 SWD

To flash the AT interface firmware using nrfjprog, follow these steps:

1. Open aterminal or console in the directory in which the firmware hex file resides.
2. Ensure that the Nordic nRF command line tools are in your path. If they are not, add them.

3. Flash the hex file to the module and begin execution using the following command:
nrfjprog -f NRF52 --program <file.hex> --sectorerase --gspisectorerase --reset

The application outputs the progress of downloading the application to the module and resets the Pinnacle 100 after it
is programmed.

4. The module automatically resets and the bootloader performs the requested firmware update. This may take up to two
minutes but is typically much faster. The green LED on the Pinnacle 100 development board (LED4) will blink to
indicate that the firmware upgrade is in progress.

Note: If a HL7800 firmware update image is enclosed, the update process may take in excess of 15 minutes.

5. The process is complete, and you should be able to send AT commands to the module via the UART.

8 USING THE AT INTERFACE APPLICATION

For details of functionality and how to use the AT interface application on the Pinnacle 100, please consult the dedicated user
guide on the downloads section of the Laird Connectivity Pinnacle 100 website https://www.lairdconnect.com/wireless-
modules/cellular-solutions/pinnacle-100-modem
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9 LICENSE INFORMATION

The bootloader on the Pinnacle 100 and the PC utilities used for generating firmware or flashing firmware to Pinnacle 100
modules utilises code from other software authors whose licenses are as follows:

9.1 b64.c

Uses b64.c from https://github.com/littlstar/b64.c (MIT License) Copyright (c) 2014 Little Star
Media, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

9.2 Tinycrypt

Uses sha256.c from tinycrypt (c) 2017, Intel Corporation. All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

- Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

- Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

- Neither the name of Intel Corporation nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

9.3 uECC

Uses uECC from https://github.com/kmackay/micro-ecc/ Copyright (c) 2014, Kenneth MacKay. All
rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

9.4 Heatshrink

Uses heatshrink from https://github.com/atomicobject/heatshrink Copyright (c) 2013-2015, Scott
Vokes <vokes.s@gmail.com> All rights reserved.

Permission to use, copy, modify, and/or distribute this software for any purpose with or without
fee is hereby granted, provided that the above copyright notice and this permission notice
appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE
OF THIS SOFTWARE.

9.5 ARM Object Code

ARM Object Code and Header Files License Version 1.0

Redistribution and use of object code, header files, and documentation, without modification,
are permitted provided that the following conditions are met:

1) Redistributions must reproduce the above copyright notice and the following disclaimer in
the documentation and/or other materials provided with the distribution.

2) Unless to the extent explicitly permitted by law, no reverse engineering, decompilation,
or disassembly of is permitted.

3) Redistribution and use is permitted solely for the purpose of developing or executing
applications that are targeted for use on an ARM-based product.

DISCLAIMER. THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS." ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

9.6 Lib Xau

Copyright 1988, 1993, 1994, 1998 The Open Group

Permission to use, copy, modify, distribute, and sell this software and its documentation for
any purpose is hereby granted without fee, provided that the above copyright notice appear in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation.

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.
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THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE OPEN GROUP BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of The Open Group shall not be used in advertising
or otherwise to promote the sale, use or other dealings in this Software without prior written
authorization from The Open Group.

9.7 Xcb

Copyright (C) 2001-2006 Bart Massey, Jamey Sharp, and Josh Triplett.
All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the 'Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the names of the authors or their institutions shall not
be used in advertising or otherwise to promote the sale, use or other dealings in this Software
without prior written authorization from the authors.

9.8 expat

Copyright (C) 1998, 1999, 2000 Thai Open Source Software Center Ltd and Clark Cooper
Copyright (C) 2001, 2002, 2003, 2004, 2005, 2006 Expat maintainers.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the 'Software'), to deal 1in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

9.9 fontconfig

Copyright (C) 2001,2003 Keith Packard

Permission to use, copy, modify, distribute, and sell this software and its documentation for
any purpose is hereby granted without fee, provided that the above copyright notice appear in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of Keith Packard not be used in advertising or publicity
pertaining to distribution of the software without specific, written prior permission. Keith
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Packard makes no representations about the suitability of this software for any purpose. It is
provided 'as is' without express or implied warranty.

KEITH PACKARD DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL KEITH PACKARD BE LIABLE FOR ANY
SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

9.10 z

(C) 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will
the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu

9.1 bz2

This program, 'bzip2', the associated library 'libbzip2', and all documentation, are copyright
(C) 1996-2010 Julian R Seward. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this 1list of
conditions and the following disclaimer.

2. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

3. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.

4. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "~ 'AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE

ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

Julian Seward, jseward@bzip.org
bzip2/libbzip2 version 1.0.6 of 6 September 2010
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9.12 harfbuzz

HarfBuzz is licensed under the so-called 'Old MIT' license. Details follow.

Copyright (C) 2010,2011,2012 Google, Inc.

Copyright (C) 2012 Mozilla Foundation

Copyright (C) 2011 Codethink Limited

Copyright (C) 2008,2010 Nokia Corporation and/or its subsidiary(-ies)
Copyright (C) 2009 Keith Stribley

(
(
(
(
(
Copyright (C) 2009 Martin Hosken and SIL International
(
(
(
(
(

Copyright (C) 2007 Chris Wilson

Copyright (C) 2006 Behdad Esfahbod

Copyright (C) 2005 David Turner

Copyright (C) 2004,2007,2008,2009,2010 Red Hat, Inc.
Copyright (C) 1998-2004 David Turner and Werner Lemberg

For full copyright notices consult the individual files in the package.

Permission is hereby granted, without written agreement and without license or royalty fees,
to use, copy, modify, and distribute this software and its documentation for any purpose,
provided that the above copyright notice and the following two paragraphs appear in all copies
of this software.

IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS
DOCUMENTATION, EVEN IF THE COPYRIGHT HOLDER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THE COPYRIGHT HOLDER SPECIFICALLY DISCLAIMS ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE
PROVIDED HEREUNDER IS ON AN 'AS IS' BASIS, AND THE COPYRIGHT HOLDER HAS NO OBLIGATION TO PROVIDE
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

9.13 freetype

The FreeType 2 font engine is copyrighted work and cannot be used legally without a software
license. In order to make this project usable to a vast majority of developers, we distribute
it under two mutually exclusive open-source licenses.

This means that *you* must choose *one* of the two licenses described below, then obey all its
terms and conditions when using FreeType 2 in any of your projects or products.

- The FreeType License, found in the file “FTL.TXT', which is similar to the original BSD
license *with* an advertising clause that forces you to explicitly cite the FreeType project
in your product's documentation. All details are in the license file. This license is suited
to products which don't use the GNU General Public License.

Note that this license is compatible to the GNU General Public License version 3, but not
version 2.

- The GNU General Public License version 2, found in "GPLv2.TXT' (any later version can be
used also), for programs which already use the GPL. Note that the FTL is incompatible with
GPLv2 due to its advertisement clause.

The contributed BDF and PCF drivers come with a license similar to that of the X Window System.
It is compatible to the above two licenses (see file src/bdf/README and src/pcf/README) .

The gzip module uses the zlib license (see src/gzip/zlib.h) which too is compatible to the
above two licenses.

The MD5 checksum support (only used for debugging in development builds) is in the public
domain.
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9.14 udev

Copyright (C) 2003 Greg Kroah-Hartman <gregl@kroah.com>
Copyright (C) 2003-2010 Kay Sievers <kay@vrfy.org>

This program is free software: you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free Software Foundation, either version 2 of
the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program. If
not, see <http://www.gnu.org/licenses/>.

9.15 dbus

D-Bus is licensed to you under your choice of the Academic Free License version 2.1, or the
GNU General Public License version 2 (or, at your option any later version).

9.16 icu

ICU License - ICU 1.8.1 and later Copyright (c) 1995-2015 International Business Machines
Corporation and others. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the 'Software'), to deal 1in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, provided that the above copyright notice(s) and this permission notice
appear in all copies of the Software and that both the above copyright notice(s) and this
permission notice appear in supporting documentation.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS
INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL
DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be wused in
advertising or otherwise to promote the sale, use or other dealings in this Software without
prior written authorization of the copyright holder.

9.17 Unicode

Copyright (C) 1991-2015 Unicode, Inc. All rights reserved.
Distributed under the Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the Unicode
data files and any associated documentation (the 'Data Files') or Unicode software and any
associated documentation (the 'Software') to deal in the Data Files or Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, and/or sell copies of the Data Files or Software, and to permit persons to whom
the Data Files or Software are furnished to do so, provided that

(a) this copyright and permission notice appear with all copies of the Data Files or Software,
(b) this copyright and permission notice appear in associated documentation, and

(c) there is clear notice in each modified Data File or in the Software as well as in the
documentation associated with the Data File(s) or Software that the data or software has been
modified.
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THE DATA FILES AND SOFTWARE ARE PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS.

IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR ANY
CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THE DATA FILES
OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in these Data Files or
Software without prior written authorization of the copyright holder.

9.18 Qt

Uses Qt 5, Copyright (C) 2020 The Qt Company, licensed under the GPLv3 (not including later
versions) .

See https://www.gnu.org/licenses/gpl-3.0.txt for full license terms.

9.19 UPX

Copyright (C) 1996-2013 Markus Franz Xaver Johannes Oberhumer
Copyright (C) 1996-2013 La&szl6 Molnar
Copyright (C) 2000-2013 John F. Reiser

All Rights Reserved. This program may be used freely, and you are welcome to redistribute
and/or modify it under certain conditions.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the UPX License Agreement for more details: http://upx.sourceforge.net/upx-license.html

9.20 OpenSSL
Copyright (c) 1998-2016 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this 1list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment: 'This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)'4. The names 'OpenSSL Toolkit' and
'OpenSSL Project' must not be used to endorse or promote products derived from this software
without prior written permission. For written ©permission, please contact openssl-
core@openssl.org.

5. Products derived from this software may not be called 'OpenSSL' nor may 'OpenSSL' appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: 'This
product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"'

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ~'AS IS'' AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
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FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR").append ("
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This
product includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are adhered to. The following conditions apply to all code found in this distribution, be it
the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim
Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed.

If this package is used in a product, Eric Young should be given attribution as the author of
the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement: 'This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)' The word 'cryptographic' can be left out if the routines from the library
being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: 'This product includes software written
by Tim Hudson (tjh@cryptsoft.com)'

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG °~'AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publicly available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another distribution
licence

[including the GNU Public Licence.]
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9.21 libftdi

The C library "libftdi" is distributed under the GNU Library General Public License version 2.

9.22 libusb

The C library "libusb" is distributed under the GNU Library Lesser General Public License
version 2.1.

9.23 FTDI D2XX

This software is provided by Future Technology Devices International Limited " “as is'' and any
express or implied warranties, including, but not 1limited to, the implied warranties of
merchantability and fitness for a particular purpose are disclaimed. In no event shall future
technology devices international limited be 1liable for any direct, indirect, incidental,
special, exemplary, or consequential damages (including, but not limited to, procurement of
substitute goods or services; loss of use, data, or profits; or business interruption) however
caused and on any theory of liability, whether in contract, strict liability, or tort (including
negligence or otherwise) arising in any way out of the use of this software, even if advised
of the possibility of such damage.

FTDI drivers may be used only in conjunction with products based on FTDI parts.

FTDI drivers may be distributed in any form as long as license information is not modified.
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