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1 INTRODUCTION

This user guide explains how to properly install the Laird Connectivity Sentrius™ RS1xx Multi-Sensor — External Open/Closed
cable assembly and view sampled data using the Sentrius Sensor mobile app.

This variant of the Sentrius RS1xx series of LoRaWAN/Bluetooth LE sensors enables use of an external Open/Closed sensor.
The kit includes an IP67-rated Open/Closed sensor (dimensions defined below) and a cabled connection to the enclosure
(cable length defined below).

The external Open/Closed sensor has a typical operating range of 25 ~ 35 millimeters at ambient temperature — actual range
may vary depending on environment.

The cabled sensor connects into the main body of the Sentrius Sensor via a CAT5 IP67-rated RJ45 connector.

Note:  This guide serves as a brief walkthrough. Refer to the RS1xx Guide for further details on sensor functionality and the
mobile app capabilities. The RS1xx User Guide is in the documentation section of the RS1xx product page.

2 DESCRIPTIONS AND ORDERING INFORMATION

Figure 1: IP67-rated, CAT5, RJ45 connector, 1830 mm cable Figure 2: Sentrius™ RS1xx LoRaWAN Ext. Port sensor
length, 29 mm (L) x 19 mm (W) x 7 mm (H) Open/Closed sensor
housing

Note:  The external Open/Closed cable assembly is ordered separately from the sensor body, in single units or bulk cartons.

See the RS1xx product page for ordering information.
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3

INSTALLATION

Lai rd CONNECTIVITY

To install the external Open/Closed cable assembly, refer to Figure 3 and follow these steps:

1. Unscrew the Ethernet cap (1) from the Sentrius

sensor.
2. Connect the RJ45 connector from the cable

assembly into the external port of the Sentrius

Sensor.
3. Screw on (by hand) the top portion of the cable

gland — the screw nut (3) — until tight.
4. Visually check to ensure the lower portion of the

cable gland — the pressing screw (2) — is also

tight.

Figure 3: Installing the external Open/Closed sensor

Note:  Ensure that references (2) and (3) in Figure 3 are tight when installing the external Open/Closed cabled assembly

into the Sentrius sensor. If these areas are not sufficiently tightened, this could lead to a potential leak and cause
damage to the sensor’s external port connector or to the Open/Closed sensor itself.

https://www.lairdconnect.com

5 Americas: +1-800-492-2320

© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940

All Rights Reserved Hong Kong: +852 2923 0610



External Open/Closed Sensor

Laird CONNECTIVITY
User Guide \a—dd)

3.1 llustrations

3.1.1 Open/Closed Sensor with RJ45 Cable Assembly

RS Connacion

Crsorall Langth: 1820mm & J0mm
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¢

3. OPERATION TEMPERATLRE <40°C ~ #4°C
3 ASSEMILY 15 P97 RATED

Figure 4: Open/Closed sensor with wiring diagram and RJ45 cable assembly

https://www.lairdconnect.com 6 Americas: +1-800-492-2320

© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610



External Open/Closed Sensor Laird CONNECTIVITY

User Guide

3.1.2 RJA45 Cable Gland

(dimensions in millimeters)

m=¢57@ 1500
‘__ 8.50 \®

#26.0

6 | SCREW PRESSING SCREW, NYLON. BLACK | 1
5 | SEAL SANTOPRENE. for cable OD: 3~5mm & 5~8mm. BLACK | 2
4 | SCREW NUT | SCREW NUT, NYLON+GF. BLACK | 1
3 | SLEEVE CABLE SLEEVE, NYLON. BLACK | 1
2 | GASKET RUBBER BLACK | 1
1 | RJ-45PLUG RJ-45 8P8C SHIELDED PLUG. 1
Figure 5: RJ45 cable gland
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4 CONFIGURATION

The following parameters can be configured to determine the operation of the Open/Closed Sentrius Sensor variant.

41 Open Dwell Time

This is the length of time in seconds that an Open/Closed sensor must remain in a consistent Open state before an Open Alert
message is sent by the sensor. Refer to Section 9 for further details.

Note: Alert messages for an Open sensor state will not be transmitted if the Open Notification Option is not set.

4.2 Closed Dwell Time

This is the length of time in seconds that an Open/Closed sensor must remain in a consistent Closed state before a Closed Alert
message is sent by the sensor. Refer to Section 9 for further details.

Note: Alert messages for a Closed sensor state will not be transmitted if the Closed Notification Option is not set.

4.3 Resend Interval

Upon an Open/Closed sensor sending an Alert message, the Resend Interval determines the time in minutes after which the Alert
message is resent. Refer to Section 9 for further details.

Note: Alert messages for Open and Closed sensor states will not be re-sent if the Resend Notification Option is not set.

4.4 Notification Options

Notification Options determine what messages are sent over the LoRa network by the sensor. These are described in Error!
Reference source not found..

Table 1: Oien/CIosed sensor LoRa notification oitions

1 Open When set, Alert messages are sent to indicate an Open sensor status.
2 Closed When set, Alert messages are sent to indicate a Closed sensor status.
4 Resend Wh_en set, Alert messages according to the current sensor state are sent after the interval
defined by the Resend Interval parameter.
8 Cancel When set, Cancel messages are sent when a change in the sensor state is initially detected.
Note: Cancel messages indicate when a change in the sensor state has been detected. An Open or Closed alert will not be
sent until the appropriate Dwell Time has been exceeded. Cancel messages can be used to determine when the initial
change of sensor state was detected.
https://www.lairdconnect.com 8 Americas: +1-800-492-2320
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5 CONNECTION STATUS

When the external Open/Closed cable assembly is connected properly to the sensor, the sensor operates normally once powered
up. Normal operation of the sensor is indicated by the left LED flashing either an orange or green color to indicate the connection
status to a network.

If there is a connection problem at power up, both LEDs on the front panel remain constantly illuminated. This is a visual indicator
to the user that there is a communication issue between the sensor enclosure and the external sensor assembly. If the sensor
cannot detect the external Open/Closed sensor, it does not function properly.

To remedy this, follow these steps:

1. Retry the steps from the Installation section. Make sure the sensor has the latest firmware installed to ensure all the latest
capabilities. The firmware can be updated using the Sentrius Connect mobile app. Reference the RS1xx guide on the
RS1xx product page for more details on this process.

2. The sensor monitors the status of the external sensor on each Open/Closed status update. If the Open/Closed sensor
electronics are damaged, the LoRa and BLE status LEDs are held permanently on. The LoRa status LED flashes at the
heartbeat interval to indicate a network connection.

3. If you continue to experience an issue, contact Laird Connectivity Support. There could be damage to the Sentrius sensor
or the Open/Closed cable assembly.

Figure 6: Front panel LEDs are lit
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6 DATA CONFIGURATION AND VISUALIZATION

6.1 Sentrius Sensor Mobile App

The Sentrius mobile application allows a user to configure a device, troubleshoot a device, see real-time sensor data, and update
firmware. Search the appropriate app store (Google Play Store or Apple Store) for the Sentrius Sensor App and install it on your
device.

Note:  This guide only contains a brief walkthrough. Refer to the RS1xx Guide for further details on sensor functionality, setup
and the mobile app capabilities. The RS1xx User Guide is located in the documentation section of the RS1xx product
page.

6.1.1 Open/Closed Sensor Configuration

Sensors The Open Dwell Time, Close Dwell

€  Open/Closed Settings

ﬁ Time, Resend Interval and Notification
Open/Closed Open Dwell Time (s) ) )
p - Options can be configured. See

SAVE

Configuration section for more
Temperature/ é Close Dwell Time (s) ) )
Humidity s information.

Resend Interval (min)

1 SAVE

Notification Options
Open

»

»

SAVE

The Sentrius sensor mobile app displays real-time sensor data from the external Open/Closed sensor once a good cable
connection is established.

To view real-time sensor data, follow these steps:

1. Press and briefly hold the BLE button ﬂ on the front panel of the sensor to start BLE advertising on the device.

2. Select the corresponding DEV EUI on the connection screen of the mobile app. This will match the DEV EUI printed on the
back label of the sensor.

3. Once connected to the mobile app, click the Open/Closed status icon ==
sensor data from the Open/Closed sensor.

under the ‘Sensors’ section to see real-time

From this screen, validate the Open/Closed state by checking its reported state in the app. Move the magnet against and
away from the sensor, leaving it connected for long enough so the status updates (aligned with the dwell time configured),
to observe the Open/Closed status change.
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<  Open/Closed Readings

Scanning...
DISCONNECT

Sensors
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Dev EUI: ff25¢a0a00000004
MAC: E38ESEBD1A3B P
Temperature/Humidity QL @ (@'
& ./

BLE Radio | Status | Open I
Data From BLE Module 0 [ open buration [ onomaos ]
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LoRa Radio Settings and Info a 0
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Logs

Alerts and Backlogs 0
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Figure 7: Sentrius sensor mobile app displays — Open/Closed

6.1.2 Temperature/Humidity Configuration

Sensors - S—— The Read Period, Aggregate Count,
Open/Closed -a- @ p— Temperature/Humidity Thresholds and
) @(\ -~ » Alarm enabling can be configured. See
Temperature/Humidity &y (@ ) ) Temperatre Thresholds the main RS1xx Guide available on the
o RS1xx product page for more
i € information.

20

Humidity Thresholds
Upper List ()

80
Lower Limit %)

a0

‘Alarm Enables
Tempessture alorm

Hhasicity abars
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The Sentrius sensor mobile app displays real-time sensor data from the internal temp/humidity sensor.

To view real-time sensor data, follow these steps:

1. Press and briefly hold the BLE button on the front panel of the sensor to start BLE advertising on the device.
2. Select the corresponding DEV EUI on the connection screen of the mobile app. This matches the DEV EUI printed on the
back label of the sensor.

under the Sensors

3. Once connected to the mobile app, click either the Temperature or Humidity status icons
section to see real-time sensor data from the temperature/humidity sensors respectively.

10:42 AM 10:46 AM

<  Temperature Readings (C) € Humidity Readings (% RH)

Scanning.
DISCONNECT

Sensors

SSTEH Open/Closed @ @
Dev EUI: ff25¢a0a00000004

MAC: E3BE9EBO1AIE
Temperature/Humidity Q @3 C@
BLE Radio [Temperaure [ T84 ] [ Fumidity [ 2829 |
Data From BLE Module 0 I [Yrem——" I ] I | Minimum I 28.29 |
LoRa Radio -
| Maximum | 29.38 I | Maximum | 6318 |
LoRa Radio Settings and Info Q o
[verage T 26 ] [ Average | 38.76 |
Device Settings
Device Settings Q
Device FW Update
Device FW Update 9

Logs

Alerts and Backlogs 0

Battery Capacity

Figure 8 - Sentrius sensor mobile app displays — Temp/Humidity
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7/ BATTERY CONSUMPTION

To measure average power consumption, we configured an RS186 for a read period of 300 seconds with an aggregate of three.
We performed a power analysis for 32 minutes to ensure two LoRa transmit events were captured.

File Edit Tools Datalogger  Help
Interactive Front Panel Image - Instrument A
00mV
0.00 mA

30000 Set[ 00000 |y
+-Lim | 306000 |A%

[013U0) JuBWINASU|

00mv|[@
0.00 mA

Set 00000 'V
H#-Lim 306000 A%

Meter ' Properties l
Settings '
f_ Select Output

No Module

O ERLAN

) @ @
o G @
AOn { AIOff J

Markers & Measurements @ @ AdoSaoll  Ranges. AUTOSCAE Ly & &

Marker 1 Measurements Between Markers Marker 2
268.943 ms A = 32:01.610342 32:01.879286
Avg Min Avg Max Peak to Peak  Charge / Energy Avg
3.801214 mA -27.288 pA 91.026 pA 40.586278 mA  40.613566 mA 48.54 pA h

on: 000:32:00 Period: 1.00352 ms ) Min/Max File: datalogdata130.dig Trigger DatalogRunButton ¥ Source  14585A ~

ACTIVE - datalogdatal30
Connected 3 E\M@ @ (01 mvi/[~)
> B(20ma/[~] No Module

0 o Mo

Figure 9: RS186 power consumption

The average current consumption was 91 pA over 32 minutes. The data rate that the RS186 transmitted at was SF7BW125.
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8 APPENDIX A - CAYENNE PACKET FORMAT

A full description of the Cayenne system can be found at:
https://github.com/myDevicesloT/cayenne-docs/blob/master/docs/LORA.md.

For the Open/Closed sensor variant, packets are sent to indicate the condition of the sensor. The format of the packets is shown
in Error! Reference source not found..

Table 2: Cayenne Open/Closed sensor packet format

0 0x04 Data Channel
0x66 Presence Data Header
2 OxXX Open/Closed sensor status, 0 = Closed, 1 = Open
https://www.lairdconnect.com 14 Americas: +1-800-492-2320
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9 APPENDIX B - OPEN/CLOSED STATE MACHINE

The state machine implemented by the Open/Closed sensor is shown in Figure 10.

—[Open State Detected] ‘ [Closed State Detected]
[Open State Detected]
———————[Closed State Detected] ————

Dwell Open Dwell Closed

["Closed Dwell Time" Exceeded]

["Open Dwell Time" Exceeded]
—["Open” Disabled] ["Resend” Enabled] — r["Closed" Disabled] &e['“esend" Enabled] —

["Open” Enabled] ["Closed" Enabled]

Open Status Message Closed Status Message

[Open Status ["Resend" [Closed Status ["Resend"
Message Sent] [ Disabled] < Message Sent] [ Disabled]
Alert Open Alert Closed
["Resend ["Resend
Interval” Interval”
Exceeded] Exceeded]
[Closed State Detected] [Open State Detected]
L ["Cancel" Disabled] L-["Cancel" stabed]«&
["Cancel"” Enabled] ["Cancel" Enabled]

[Closed Cancel
Message Sent]

[Open Cancel
Message Sent]

Open Cancel Message Closed Cancel Message

Figure 10 - Open/Closed state machine
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