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Important Note: ~ This application note guides you through setting up the Sentrius RG1xx Gateway with the original TTN
(v2) platform.

As announced during The Things Conference held in January 2021, The Things Network software is
upgrading to The Things Stack (TTS) V3. Rather than a basic upgrade, this is a complete rebuild of TTS
with a new architecture, new features, out-of-the-box integrations, extended coverage, and improved user
experience. More information can be found on this in the following Laird Connectivity blog:
https://www.lairdconnect.com/resources/blog/migrating-things-stack-v3-changes-ahead

In light of TTN (v2) being deprecated, we recommend following our alternative app note Setting Up Basics
Station on The Things Stack v3

1 INTRODUCTION

Laird Connectivity’s Sentrius RG1xx firmware update v93.8.5.18 (GA5.0) introduced Semtech Basics Station as a forwarder,
while removing the TTN and MQTT forwarder options.

This document describes how to configure the Sentrius™ gateway to use Basics Station along with The Things Network
(TTN).

If you already have experience with using Semtech Forwarder on TTN, the setup procedure on the TTN will remain same but
just the gateway’s configuration needs to be changed. The document demonstrates the setup with a RG191 (US version)
gateway and an RS191 (US version) end-device.

The steps for using an RG186 and RM186 are similar, refer to notes detailed within where the EU version differs from US.

For more detailed information on how to use all the features of the Sentrius gateway, please see the Sentrius™ RG1xx User
Manual, available from documentation tab at;
https://www.lairdconnect.com/wireless-modules/lorawan-solutions/sentrius-rg1xx-lora-enabled-gateway-wi-fi-ethernet

1.1 Product Overview

The Sentrius™ RG1xx Gateway from Laird is the ultimate in secure, scalable, robust

LoRa solutions for end-to-end control of your private LoRaWAN network. Leveraging Laird’s
field-proven and reliable 50 Series “Wireless Bridge” certified module, it also offers

enterprise dual-band Wi-Fi, BT v4.0 (BLE and Classic) and wired Ethernet for complete design
freedom. Based on the Semtech SX1301/SX1257 chipset designs, it offers a LoRa range up to
10 miles and pre-loaded LoRa Packet Forwarder software, perfect for highly scalable, flexible
IoT networks. The SentriusTM RG1xx Gateway works with Laird’s Sentrius™ RS1xx

Series LoRa+BLE certified modules for simple out-of-the-box integration and is compatible with
3rd party Cloud and LoRa partners, as well as any LoRaWAN certified client devices.
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LoRa and Wi-Fi antennas
LEDs

Mounting holes

User button

P wDdPR

Figure 1: Top of the Sentrius™ RG1xx Gateway

DC power input
User button

Reset button

SD card slot
Ethernet connector

Figure 2: Back panel of the Sentrius™ RG1xx Gateway
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2 CONNECT THE HARDWARE

2.1 Connect the Gateway

To use the gateway, you must power up the gateway and access the web interface via the Ethernet port. To do this, complete
the following steps:

1. Follow the label on the box and connect the three antennas. Refer to Figure 3 for additional information.

2. Connect the power supply (see #2 in Figure 3).
3. Connect the gateway to your router (#3 in Figure 3) using the Ethernet cable (#1 in Figure 3).

¢ ¢ ¢ 0o © o o o

3

Figure 3: Connecting the gateway

2.1.1 Antenna Configuration

To configure the antenna properly, complete the following steps:

1. Attach the two shorter antennas to the 2.4/5.5 GHz (Wi-Fi) ports.
2. Attach the third and longer antenna to the 868 MHz/900 MHz (LoRa) port.

LoRa

Wi-Fi
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2.1.2 Wi-Fi Quick Config

The gateway includes a mode to allow you to configure without ethernet access, in case you want to join a wireless network.
Apply power to the gateway and allow to start, then perform the following:

1. Depress and hold the user button (see #2 in Figure 3) for seven seconds.

2. From a wirelessly enabled device, perform a scan.

3. Connect to the access point rg1xx29378B, where 29378B are the last six digits of the Ethernet MAC address found on
the label on the bottom of the gateway (Figure 3).

The network is secured with WPA2 with a password that is the same as the SSID. We recommend that the default
password is changed for security reasons. The password can be changed on the Wi-Fi > Advanced web page.

Upon logout or client disassociation, Wi-Fi Quick Config shuts down and normal operation resumes.

3 LOGINTO THE GATEWAY

To log into the gateway web interface, follow these steps:

1. Determine the last three bytes of your gateway’s Ethernet MAC address. This can be found on the label on the bottom
of the gateway; the last three bytes are highlighted (Figure 4).

- ~ i adist o Sub-Assy: 450-00013
I r . Rev: R
915 MHz Intelligent Gateway including

902-928MHz LoRaWAN Gateway
Including Wi-Fi, Bluetooth, and Ethernet

LoRaWAN, Wi-Fi, Bluetooth, and Ethernet D/C: On9412 ] oY — =
Smart Technology. Delivered. La"‘g) I C C
Contains FCC ID: SQG-WB50NBT I ( RC Ethernet MAC ID: CO:EE:40 29:34:B8 Y I C
Contains IC: 3147A-WBSONBT WIFi MAC ID: CO:EE:40:0A:DF:95  |[[| Sentrius™ RG191 CACToLR N0
Contains FCC ID: SQG-1001 DOVEUL: CO:EE:40:FF:FF:20:34:BB ||| User Nanms: somris Prsomords ROt
Contains IC: 3147A-1001 o
o Contains FCC ID: SQG-WBSONBT .oy 450-0179

Ethernet MAC ID: CO:EE:40:29:37:8B - - Contains FCC ID: 5QG-1001 pstlps
WiFi MAC ID: CO:EE:40:0A:D9:49 % 1 Contains IC: SI47A-WBSONBT  [] ken [a]
M2 EUI: CO:EE:40:FF:FF:29:37:88 & TR Contains IC: 3147A-1001 =
www.lairdtech.com/RG1xx_Getting_Started E i .
User Name: sentrius 0117174 E 1)
Password: RG1xx

Figure 4: Bottom label (Standard GW - Left, AS923 & AU915 Region Supported/Latest Version — Right)- last three bytes of the Ethernet MAC
address highlighted

2. Enter the URL into the web browser to access the web interface. For example, for the gateway used in this guide, the
URL is https://rg1xx29378B.local., where 29378B are the last six digits of the Ethernet MAC address. In Wi-Fi quick
config mode, the gateway can also be accessed via the IP address at https://192.168.1.1

3. Accept the self-signed security certificate in the browser.
4. Click Advanced (Figure 5).

Privacy error x

&« C | A Notsecure | br£//10.16.1309

Your connection is not private

from 10.16.130.9 (for example,
Figure 5: Web interface - first screen
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5. Click Proceed (Figure 6).

Privacy error x

€ ] \A Not secure | b#7%//10.16.130.9

Your connection is not private

Attackers might be trying to steal your information from 10.16.130.9 (for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

HIDE ADVANCED Back to safety

This server could not prove that it is 10.16.130.9; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection, Learn more.

Proceed to 10.16.130.9 (unsafe)

Figure 6: Web interface — second screen

6. Log on using the following default credentials (Figure 7):

Username: sentrius
Password: RG1xx

La"'d> Dashboard  LAN WiFi LoRa  Seflings

Login
Username

Password

Figure 7: Gateway interface login screen
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4 CONNECTING THE GATEWAY TO THE INTERNET

4.1 Setting Up Ethernet

By default, the Ethernet port is set up for DHCP addressing. Connect the Ethernet cable to a network with internet access. If
more advanced Ethernet configuration is needed, please see the Sentrius™ RG1xx User Manual in the documentation tab of
the RG1xx product page at;
https://www.lairdconnect.com/wireless-modules/lorawan-solutions/sentrius-rg1xx-lora-enabled-gateway-wi-fi-ethernet

4.2 Setting Up Wi-Fi
If Ethernet connection is made, this step is not necessary. By default, the Wi-Fi in the gateway is not configured to connect to
a Wi-Fi network. You must access the web interface on the gateway via the Ethernet interface to setup the Wi-Fi connection.
To set up the Wi-Fi, follow these steps:

1. Once logged into the web interface, navigate to the Wi-Fi page (Figure 8).

La“"d> Dashboard  LAN ﬂ LoRa  Settings

Profies

Advanced

Status  Connected
SSID  BestWiFi

Channel 6

Bit Rate 54 Mbps

Client IP 192 168 1 27

Disable WiFi

Figure 8: Wi-Fi page

2. To connect to a Wi-Fi network, click Scan to scan for nearby Wi-Fi networks (Figure 9). Scanning continues until you
click Stop or select one of the scan results in the list.

I.all‘d —Sp  Dushboard AN ﬂ LoRa  Settings m
Proties
e
Advances
ssin Bssi0 Chanast Rssi Secarity
Swsus  Connected
eanl e CATS_CATS CATSSS CA10.393929.CA 6 22 WPA_PSK
~ Ezurio WPA
Channel 6
E2ueio WPA S0.72:40:17.26:28 1" 52 WPA2_P'SK WPA2_PSK_TKIF
BitRate 54 Mops
Exurie WA $07240:17.26:29 3 56 WPA2_PSK WPA2_PSK_TKII
IP Address 192 168.1.27
~ ssidl
I — skt n2nN2N i e weA2_pSK
ssidt n2nNL2 1 58 WPAZ_PSK
Disable Wi-Fi
Bers e - , .n p—_—
ssid? 192539392618 6 73 WPAZ_AES

Figure 9: Wi-Fi scan results
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3. Click on the applicable scan result.
4. Enter the information for the Wi-Fi network (Figure 10).

Wi-Fi Profile: ssid1
Profile Name
I ssid1

SSID
I ssid1

Security

WPA2_PSK

PSK

PSK required, needs to be at least 8 characters.

= e

Figure 10: Wi-Fi profile dialog

5. Click Connect.

5 BASICS STATION SETUP ON GATEWAY

This section describes how to configure Basics Station with The Things Network (TTN) on your gateway.
Follow these steps:

1. Click the LoRa tab in the main menu (Figure 11).
2. Inleft column, click Forwarder and choose Semtech Basics Station from the dropdown labeled Mode

Click Update.

Lalrd CONNECTIVITY Dashboard LAN Wi-Fi m Settings

Presets Mode

Semtech UDP Forwarder

Radios [ Semiech Basics Station |
Senet DEV Forwarder
Advanced Senet RAN Forwarder
L ]
Traffic

Figure 11: LoRa > Forwarder > Semtech Basics Station

3. Enter wss://Ins.us.thethings.network:443 into LNS Server (Figure 12).

Note: If using RG186 for EU version for TTN, use wss://Ins.eu.thethings.network:443 for LNS Server.
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4. You can download root certificates to be used as the LNS Certificates from
https://www.thethingsnetwork.org/docs/gateways/certificates/index.html.
Some certificates may need to be modified to work with RG1xx. For example, in Minimal Certificate List, the string
between “-----END CERTIFICATE-----" and “-----BEGIN CERTIFICATE-----" should be removed.
An example of a modified Minimal Certificate List can be downloaded from [HERE].
Upload the root certificate in LNS Certificates, click Choose File for Server Certificate File and upload Certificate.

Mode

Semtech Basics Station bt

Server Configuration

Update

CUPS Boot Server CUPS Server LNS Server

wss:/(Ins.us.thethings. network: 443

LNS Certificates

Delete Ceriificates Upload Ceriificates

Server Certificate File - File Already Loaded

Choose File o file chosen

Client Certificate File - File Not Loaded

Chogse File | No file chosen

Key File - File Not Loaded

Chogse File | No file chosen

Figure 12: Configuration page for Semtech Basics station
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6 CONFIGURATION ON TTN
6.1 Set Up a Gateway

If you already have a TTN account, skip to step 3.
To set up your account with The Things Network, follow these steps:

1. Go to https://www.thethingsnetwork.org/.
Create an account or log in to your existing account (Figure 13).

N

THE THINGS

HOME CONSOLE

4l

THE THINGS

NETWORK
Please log in to see this page

EMAIL OR USERNAME

& name.name@lairdtech.com

PASSWORD

Figure 13: TTN login page

3. Click Console.
4. Register your gateway:
a. From the console screen, click Gateways (Figure 14).

Applications Gatewsys  \immtemmnnts .

&l T SonsoLe

“ Hi, v

Welcome to The Things Network Console.
This is where the magic happens. Here you can work with your data. Register applications,
devices and gateways, manage your integrations, collaborators and settings.

()
APPLICATIONS GATEWAYS
Figure 14: TTN console screen
https://www.lairdconnect.com/wireless- 12
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b. Click register gateway (Figure 15).

) THE THINGS CONSOLE
NETW

O R K COMMUNITY EDITION

Applications Gateways _v

Gateways

GATEWAYS register gateway

You do not have any gateways

Get started by registering one!

Figure 15: Click register gateway.

c. Check the box for I'm using the legacy packet forwarder.

d. Obtain the gateway ID from the Sentrius RG1xx web interface (Figure 16) or from the bottom label (Figure 17) on
the Gateway and copied it into Gateway EUI (Figure 17).

Dashboard LAN WI-FI LoRa

Laird

Forwarder

selec]
I Th
Radios

Advanced

Gateway Connected frue

Gateway ID COEE40FFFF2935F2

Region Code US

Mode forwarder

Figure 16: Gateway ID

Sentrius™ (4500179

RG191 =40 902-928MHz LoRaWAN Gateway

Sub-Assy: 450-00013  [=]#*

Smart Technology. Delivered.
Contains FCC ID; SQG-WB5S0NBT
Contains IC: 3147A-WBS0NBT
Contains FCC ID: 5QG-1001
Contains IC: 3147A-1001
Ethernet MAC ID: C0:EE:40:29:37:8B
WiFi MAC ID: CO:EE:40:0A:D9:49
M2 EUI: CO:EE:40:FF:FF:29:37:8B

User Name: sentrius
Password: RG1xx

www.lairdtech.com/RG1xx_Getting_Started

915 MHz Intelligent Gateway including
LoRaWAN, Wi-Fi, Bluetooth, and Ethernet

0117174

Rev: R

£
D/C: 0119412 I '?-'.’ "3

Including Wi-Fi, Bluetooth, and Ethernet

Laird »

Ethernet MAC ID: CO:EE:40:29:34:BB
WiFi MAC ID: CO:EE:40:0A:DF:95
DevEUI: CO:EE:40:FF:FF:29:34:BB

IC FS

Sentrius™ RG191 NA 902 - 928MHz
www. Ixx-getting
User Name: sentrius Password: RGlac

CONNECTIVITY

Contains FCC ID: SQG-WBSONBT a... 450-0179
Contains FCC ID: SQG-1001
Contains IC: 3147 A-WBSONBT
Contains IC: 3147A-1001

Rev: R

EzE
E /

Figure 17: Gateway label (Standard GW - Left, AS923 Region Supported/Latest Version — Right)

e. Choose the Frequency plan to “United State 915 Mhz” and Router to ttn-router-us-west.

https://www.lairdconnect.com/wireless-
modules/ramp-ism-modules
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3 THE THINGS CONSOLE icati e
HETWORK COMMUNITY EDITION Applications - Gateways

Gateways > Register

REGISTER GATEWAY

Gateway EUI
The EUI of the gateway as read from the LoRa module

CO EE 40 FF FF 29 35 F2

¥ I'm using the legacy packet forwarder
Select this if you are using the legacy Semtech packet forwarder.

Description
Ahuman-readable description of the gateway

Sentrius RG191 LoRa Gateway

Frequency Plan
The frequency plan this gateway will use

I United States 915MHz I
Router
The router this gateway will connect to. To reduce latency, pick a router that is in a region which is close to the location of the router itself.
I ttn-router-us-west I
Location
The exact location of you gateway. This will be used if your gateway cannot determine its location by itself. Set a location by clicking on the map.
+ % ) - z lat 0.00000000
4 “EeLy = 2 Ing 0.00000008
- Plagsant Hill Rd 2 Bonnrwell Ra g 9 mx 9 @
£ Richfield g
145)
T Huberws o Frotadt R Freistadt Rt ff W Frelstach Rd Thiensville
@
H
& Germantown
z
Efmwood R B &
‘3 ZE' § Megquon ;
] z H i :
S Victory Center = % W Donges BayRd Donges BayF
b z £
& Ty 13
5 3
'k r S g S s % L Map data €2017 Google Terms of Use  Repart a map errar
Antenna Placement
The placement of the gateway antenna
indoor  outdoor
Figure 18: Gateway registration
f.  Click Register Gateway.
Note: Be sure to select a frequency plan appropriate for the region your device was purchased for.

Once the gateway is registered, and if the gateway is communicating to The Things network, the status should
display as connected (Figure 19).
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D THETHINGS CONSOLE icati A
Al TETNSs CoNsoLE Roplctions Gatenars

Gateways > &) eui-cOeedOffff2935f2

Overview  Traffic  Settings

GATEWAY OVERVIEW o settings

Gateway ID  cul-cOecdOFFf293512

Description Sentrius RG191 LoRa Gateway

Status ® connected What is this?
memq fan Uniied Statcs 2 d

Router ttn-router-us-west

Last Seen 14 sccondsago
Received Messages 251164

Transmitted Messages 149

Figure 19: Registered gateway

6.2 Create an Application

To create an application that can receive data from your LoRa-enabled gateway, complete the following steps:

1. From The Things Network’s website, click Applications in the top right of the menu.
Click Add Application

3. Complete the field as shown in Figure 20. Note that application ID should be in lower case and used to uniquely identify
your application on the network.

4. Once you've created your application, click Add application to save it.
‘ﬁIH(E'I‘tIIglle CONSOLE Applications  Gateways  E—

Applications > Add Application

ADD APPLICATION

Application ID
The unique identifier of your application on the network

rglxx_quickstart @

Description
Ahuman readable description of your new app

Quickstart application for the Sentrius RG 1xx Gateway]

Application EUI
An application EUI will be issued for The Things Network block for convenience, you can add your own in the application settings page.

EUl issued by The Things Network

Handler registration
Select the handler you want to register this application to

ttn-handler-us-west

Figure 20: Add application screen

Note:  Be sure to select a handler registration appropriate for your location.

https://www.lairdconnect.com/wireless- 15 Americas: +1-800-492-2320
modules/ramp-ism-modules © Copyright 2021 Laird Connectivity Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610


https://www.lairdconnect.com/wireless-modules/ramp-ism-modules
https://www.lairdconnect.com/wireless-modules/ramp-ism-modules

Sentrius RGIxx Lalrd >

Application Note CONNECTIVITY

6.3 Register End-device

To register your end-device TTN, follow these steps:
1. From the applications screen, select the application that you added in the previous section.
Click register device (Figure 21).

N .
) THETHINGS CONSOLE Applications Gateways i —

COMMUNITY EDITION

Applications > £ rglxx_quickstart

Overview Devices Payload Formats Integrations Data Settings

APPLICATION OVERVIEW
documentation
Application ID gl quickstart
Description Quickstart application for the Sentrius RG1xx Gateway
Created 3 hours ago

Handler ttn-handler-us-west (current handler)

APPLICATION EUIS © manage euis
<> = 70 B3 D5 7E FO 8@ 57 AE E
DEVICES register device | € manage devices

E O registered devices

COLLABORATORS © manage collaborators

_ collaborators delete devices  settings

ACCESS KEYS € manage keys
default key devices messages P L L L »- - a4 B

Figure 21: Application screen
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3. Choose and enter a Device ID and an eight-byte Device EUI (Figure 22).

) THETHINGS CONSOLE jcati EE—
NETWORK CcOMMUNITY EDITION Applications - Gateways

Applications > &3 rglocquickstart > Devices

Overview  Devices  PayloadFormats  Integrations  Data  Settings

REGISTER DEVICE bulk import devices

Device ID
This is the unique identifier for the device in this app. The device ID will be immutable.

rmlor_dev_board_01

Device EUI
The device EUI is the unique identifier for this device on the network. You can change the EUI later.

| =

App Key
The App Key will be used to secure the communication between you device and the network.

12 34 56 78 90 AB €D EFl

Ve this field will be generated

App EUI

708 B3 D5 7E F@ 80 57 AE

Figure 22: Enter a Device EUI

4. Click Register.

5. Make note of the Device EUI, Application EUI, and the App Key. These keys are needed to set up the DVK- RS1xx later
(Figure 23).

) THETHINGS CONSOLE . _
NETW O R E Communy S Applications  Gateways

Applications > & rglocquickstart > Devices > §7) rmlxcdev_board 01

Overview Data Settings

DEVICE OVERVIEW

Application ID  rgho_quickstart

Device ID rmlxx dev_board 01

Activation Method  OTAA

Device EUI <> = 1234567390 AB CD EF 5]

Application EUl <> % 70B3D57EFO @6 57 AE B

ARPKEY | © | 5 @ | e e areeaaa e e s e an e e e e 8

Status never seen

Frames up O reset frame counters

Frames down 0

Figure 23: Device EUI, application EUI, and app keys

https://www.lairdconnect.com/wireless- 17 Americas: +1-800-492-2320
modules/ramp-ism-modules © Copyright 2021 Laird Connectivity Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610


https://www.lairdconnect.com/wireless-modules/ramp-ism-modules
https://www.lairdconnect.com/wireless-modules/ramp-ism-modules

Sentrius RGIxx Lalrd >

Application Note CONNECTIVITY

7 SETTING UP RSIXX TO SEND DATATO TTN

7.1 Configuring RS1xx

Download Sentrius app from Google Play or Apple App store if you do not have the app yet.

1. Press physically Bluetooth button on RS1xx and it will start advertising with its Dev EUl and MAC address.

2. Start Sentrius mobile application. It will start scanning for RS1xx device.

3. Choose the target device in scan list to connect to it.

4. Click gear icon under LoRa Radio Settings and Info, and configure DevEUI, AppEUI and AppKey as well as
Operating mode. Leave Channel Mask to sub-band 2.

€  LoRa Settings

Channel Mask

Sub-Band 2 SAVE

Operating Mode

Cayenne
Confirmed Packets

DevEUI

0025ca0a000001e6
AppEUI

70b3d57ed0008033
AppKey

”

Figure 24 LoRa settings in Sentrius mobile app
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7.2 View RSIxx Dataon TTN

To view RS1xx data in the TTN console page, do the following:

1. Onthe TTN'’s device page, check if status is updated with green circle icon next to it. (Figure 25).
DEVICE OVERVIEW

Application ID  zkron_r=hoc

Device ID dev-0025calal00001e6

Activation Method  OTAA

Device EUI <> = 86 25 CA BA 66 ag 81 E6 5]
Application EUl <> = 78 B3 D5 7E DG 60 8@ 33 =]
App Key <> = o S5 Do @0 0o 0o OD Do OO 0% 00 OO0 00 00 oo o0 oc g
Device Address <> = 268228 3C &

h
]
i)

Network Session Key <>

h
]
]

App Session Key <>

Status 7 minutes ago
Frames up 4 resetframe counters
Frames down 5

Figure 25: TTN device page
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2. Click on the Data tab to view the data sent by the RS1xx (Figure 26).

Applications > @ akron_rsboc > Devices > @ dev-0025ca0a000001e6 > Data

APPLICATION DATA Il pause W clear
uplink  downlink activation ack error
Filters
time counter port
v 1501:29 0
a 15:01:26 4 1 confirmed  payload: 0167011402 684C03020121
v 14:51:34 0
A 14:51:31 3 1 confirmed  payload: 0167011302 684D03020121
v 14:41:29 0
a 14:41:26 2 1 confirmed  payload: 0167011202 684D03020121
v 14:31:29 0
A 14:31:26 1 1 confirmed  payload: 0167011202 684C03020121
v 14:21:29 0
- 14:21:26 0 1 confirmed  payload: 0167011202 684803020121
14:21:11 devaddr: 2602203C appeui: 70B3DS7EDO00B0 33  deveui: 00 25CADA DD 00 01E6
14:13:28 devaddr: 260227 OF appeui: 70B3DS7EDD00B033  deveu: 00 25CADA OO 00 01E6
Figure 26: RS1xx dataon TTN
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