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BL654 Bluetooth v5 Adapter as a BLE Sniffer

451-00004 BL654 Bluetooth v5 Adapter for Nordic SDK/Zephyr

1 Introduction

Powered by Nordic’s nRF52840 silicon, the small form factor BL654 module with an integrated antenna is
embedded inside the robust, packaged USB adapter. The BL654 USB Adapter variant #451-00004 enables
complete flexibility to utilize the hardware with the Nordic SDK and Zephyr environments. In addition, it can
be loaded with Nordic’s nRF Sniffer firmware to turn it into a powerful debugging tool. Bluetooth Low Energy
packets, both advertising and connection, can be displayed in near real time, even when encrypted.

Itis particularly useful when learning about Bluetooth LE as the user can see the exchange of over-the-air
packets, such as requests and associated responses. Normally Bluetooth sniffers can cost thousands of
dollars but a BL654 USB Adaptor can provide much of the functionality of a more expensive sniffer for the fraction of the price.

Note:  The BL654 adaptor cannot replace the full functionality of a high-end sniffer but can still be a useful tool in many situations.

2 Requirements

e Ezurio #451-00004 BL654 (nRF52840) Bluetooth v5 Adapter - Nordic SDK/Zephyr

e Wiresharkv2.4.6 or later

e  Pythonv3.6 orlater

e  Nordic nrf_sniffer_for_bluetooth_le_3.1.0_7cc811f .zip or later

e  Nordic nRF Connect for Desktop

e  Windows7 or later, 64-bit OS X 10.6 or later, Linux

e SeggerJLink

e  Optional USB extension cable to allow more flexibility in locating the BL654 adaptor during sniffing sessions

Note: The BL654 Bluetooth v5 Adaptor for smartBASIC (451-00003) is not suitable for use with the nRF Sniffer.
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3 Nordic nRF Sniffer for Bluetooth LE

You can find the complete nRF Sniffer instructions on the Nordic Semiconductor nRF Sniffer webpage but specific information relating to using the
sniffer with a Ezurio BL654 (451-00004) adaptor can be found in the following sections.
3.1 Firmware

You must load the Nordic nRF Sniffer firmware onto the BL654 as detailed in the Nordic instructions (nRF Sniffer webpage). When choosing the hex
file, please use the hex file for the nRF52840 dongle (Figure 1).

The nRF Sniffer firmware can be downloaded from the nRF Sniffer webpage.

Users »  <username> * Downloads » nrf_sniffer_for_bluetooth_le 3.1.0 7ccB11F (1) » hex

s

Mame Date modified Type

lJ sniffer_nrf31dk_nrf31422 TecB11f hex 02/01,2027 091G HEX File
,J sniffer_nrf31dongle_nrf51422_7ccB11f.hex 08/01/20271 0919 HEX File
|#] sniffer_nrf32dk_nrf52832_Tcc®11f.hex 08/01/2021 09:19 HEX File
IJ cniffer_nrf32840dk_nrf32840_Tecd11f.hex 0&/01,2027 09:19 HEX File
,_'] sniffer_nrf32840dongle_nrf52840 Tccd11f..  02/01/2027 0919 HEX File

Figure 1: Hex file
Note: If you are prompted to reset the BL654 adapter while loading the firmware, please press the reset button on the BL654 USB

adapter.

You do not need any Ezurio-supplied software to use the BL654 adapter. The freely available Wireshark network protocol analyzer software is used
as the sniffer interface. Wireshark is licensed under the GNU General Public License, V2 and is available to download for free.

Nordic provides an external capture plugin and Python scripts to allow Wireshark to work with nRF52840 based hardware running as a sniffer.

Complete instructions for installing can be found on the Nordic semiconductor nRF Sniffer webpae.

Note: Itisimportant to have the folder/file structure match the one described by the Nordic nRF sniffer instructions, in particular the folder
C:\Program Files\Wireshark\extcap.
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3.2 Running

When you run Wireshark, you are presented with a list of capture interfaces. It may take a few seconds for the sniffer hardware to appear. If the nRF
Sniffer for Bluetooth does not appear, close Wireshark, unplug the BL654 adapter, plug the adapter back in, and restart Wireshark.

Capture

..using this filter: | |Enter a capture filter ... - ] All interfaces shown =

Ethernet 2 PO " P
Local Area Connection™ 4
Ethernet
Ethernet 4
Wi-Fi
Bluetooth Metwork Connection
® nRF Sniffer for Bluetooth LE COM3

Figure 2: Wireshark capture interfaces

Instructions for common sniffer tasks can be found on the Nordic semiconductor nRF Sniffer webpage.
These instructions include the following:

e  Capturing advertisement packets
e  Capturing connection packets
e  Capturing connection packets between paired devices (the sniffer must have captured the pairing process)

Wireshark is highly configurable, and it is possible to filter packets in multiple ways, for example by Bluetooth address.

*nRF Sniffer for Bluetooth LE C

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

An @ [|BRABRe=FT IS EaQaH

(W Tapply 2 display fiter __<Ciri/> = -] +
Interface |COMS5 ~ | Device |All advertising devices ~ | Passkey [ OOB key |Adeup |3?,38,39 | Help Defaults Log
Mo, Time Delta Source Destination Protocol Length Channel Data ~
3151 2821-81-85 18:21:26.224130 158 Sa:ea:dS:ab:5a:7d Broadcast LE LL 42 39 56alcafg4744
3152 2821-81-88 1@:21:26.235192 11813 69:c4:41:b3:78:bb Broadcast LE LL 63 37 @1892002afc5e1344d834261dedb8623d,
3153 2021-81-88 1@:21:26.236198 164 69:c4:41:b8:78:bb Broadcast LE LL 683 38 @1e928e2afc5el344d834261dedb8628d(
3154 2021-81-88 1©:21:26.237191 164 69:c4:41:b3:78:bb Broadcast LE LL 63 39 @1e92602afc5e1344d534261dedba628d(
3155 2821-81-88 18:21:26.271266 33113 f4:9a:c8:9a:71:32 Broadcast LE LL 63 37 @1e00000087c83271%c89aT40c7300283]
3156 2821-81-88 1@:21:26.274192 497 f4:9a:c8:9a:71:32 Broadcast LE LL 63 38 @1eePeee87ce3271%c89aT48c7300283]
3157 2821-81-88 1@:21:26.275193 497 f4:9a3:c8:9a8:71:32 Broadcast LE LL 63 39 9160868087c032719ac80aT48c7300283]
3158 2821-81-88 1@:21:26.276193 149 43:37:a9:53:f3:ec f4:9a:c8:9a:71:32 LE LL 38 39 o
([TSRnnnm e e o scoane wem ra e e an - . . ce em mmmmmmmmmammmmmmmnanan o 5
Frame 3155: 63 bytes on wire (504 bits), 63 bytes captured (584 bits) on interface wireshark extcapl884, id @
Nordic BLE Sniffer
¥ Bluetooth Low Energy Link Layer
Access Address: @x8edSbeds
Packet Header: @x256@ (PDU Type: ADV_IND, ChSel: #2, TxAdd: Random)
Advertising Address: f4:9a3:c8:9a:71:32 (f4:9a:c8:9a3:71:32)
¥ Advertising Data
Flags
v Manufacturer Specific
Length: 27
Type: Manufacturer Specific (8xff)
Company ID: Laird Technologies (@xea77)
Data: @180800007c032719ac89aT48c730025832185T copbaeaaas
CRC: @x9feaic
B85 38 @@ B2 9c 28 @6 @a @1 25 3@ @@ @@ 59 81 B0 8 ( #ao¥
@@ dé be 89 Be 6@ 25 32 71 9a cd 9a T4 82 81 @6 T %2
geze  1b ff 77 ] @ 32 71 9a c8 9 W
aa3a fa ee 3c <
Figure 3: Configurable Wireshark
Note: Due to different GPIO mapping, the BL654 Bluetooth adapter does not show packet activity via the adapters LED.
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4 Appendix: Useful Links
e  Ezurio BL654 USB Dongle Quick Start Guide:
https://www.ezurio.com/documentation/user-guide-bl654-usb-nordic-sdk-zephyr
e Nordic Semiconductor nRf Sniffer web page:
https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-LE
¢  Nordic Semiconductor Info Centre nRF Sniffer page:
https://infocenter.nordicsemi.com/topic/ug_sniffer_ble/UG/sniffer_ble/intro.html
e nRFConnect for Desktop (for programming firmware):
https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Connect-for-desktop
e Nordic DezZone (for sniffer support):
https://devzone.nordicsemi.com/
e  Trouble shooting nRF Sniffer:
https://infocenter.nordicsemi.com/topic/ug_sniffer_ble/UG/sniffer_ble/troubleshooting.html
e  Wireshark:
https://www.wireshark.org/
e  Python:
https://www.python.org/
e Segger Jlink:
https://www.segger.com/downloads/jlink/#J-LinkSoftwareAndDocumentationPack
5 Revision History
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