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1 Introduction

This application note describes the steps involved in integrating Ezurio’s RG1xx series of gateways and RS1xx series of sensors with AWS [oT Core
for LoRaWAN. It is intended to be referred to in conjunction with the RG1xx User Guide [A] & RG1xx User Guide (LTE) [B], which further describe
RG1XX related activities, the RSIXX Configuration Guide [O], RS1xx Open/Closed & Internal Temperature/Humidity Sensor User Guide [P] & RSTxx
External Temperature Sensor User Guide [Q], which further describe RS1xx related activities, and the AWS loT Core for LoRaWAN User Guide [C],
which describes usage of AWS |oT Core for LoRaWAN.

IMPORTANT! A minimum firmware version of 93.8.5.25 is required for the RGIxx gateway. This is to ensure the version of Semtech Basics
Station meets the minimum required (v2.0.5) by AWS loT Core for LoORaWAN.
See Section 7.2, “Set Up Software” for guidance.

It should also be noted, at this time the RG191+LTE gateway (part numbers: 450-00107-K1/ 450-00109-K1) does not support
AWS loT Core for LoRaWAN. Support will be included as part of a new GA update for those gateway models set for release Q1
2021.

1.1 Naming Conventions

The term “downlink device” or “endpoint device” is used in this document to refer to a LoRa device that connects to a LoRaWAN “Gateway”. The
“Gateway” in turn, connects to AWS loT Core for LoRaWAN.

1.2 Glossary
ARN Amazon Resource Number
AWS Amazon Web Services
CUPS Configuration and Update Service
DHCP Dynamic Host Configuration Protocol
EIRP Effective Isotropic Radiated Power
DNS Domain Name Server
EUI Extended Unique Identifier
GA General Availability
IAM Identity and Access Management
loT Internet of Things
LAN Local Area Network
LNS LoRaWAN Network Server
LoRa Long Range
LoRaWAN Long Range Wide Area Network
LRC Long Range Controller
LTE Long Term Evolution, 4G/5G based cellular communications specification
MQTT Message Queuing Telemetry Transport
OTA Over the Air
SLAAC State Less Address Auto Configuration
URL Universal Resource Locator
https://www.ezurio.com/ 6 © Copyright 2025 Ezurio

AllRights Reserved



o
&' - AWS loT Core for LoRaWAN

- User Guide / Datasheet

2 Gateway Overview

The Sentrius RG1xx LoRaWAN-Enabled Gateway (Figure 1) is the ultimate in secure, scalable, robust LoRaWAN solutions. Data can be gathered
from as far as 10 miles via LoRaWAN, then synchronized to the cloud via Wi-Fi / Ethernet, or LTE in the US with the LTE version. The RG1xx gives full
ownership over a network, adding multi-protocol connectivity to sensors and devices to create actionable |oT intelligence.

Figure 1: Sentrius RGIXX Gateway

3 Gateway Hardware Description

3.1 Datasheet

Refer to [A] & [B] and the RG1xx Product Brief [E] and RG1XX LTE Product Brief [F].

3.2 StandardKit Contents

Each RG1xx ships with 1x region specific LoRa antenna (868/915/923MHz), 2 x 2.4/5 GHz antenna for Wi-Fi connectivity, an external DC power
supply and an Ethernet cable.

3.3 User Provided Items

An AWS account is required for connectivity to AWS loT Core for LoRaWAN.

3.4 Third Party purchasable items

Endpoint devices are required as data sources for the gateway. Ezurio recommends our Sentrius RS1xx range of sensors. Refer to the Product
Briefs for the External RTD Temperature Probe [G], the External Temperature Sensor [H], the Integrated Temperature & Humidity Sensor [I] and
the Open/Closed Sensor with Integrated Temperature & Humidity Sensor [J] for further details.

https://www.ezurio.com/ 7 © Copyright 2025 Ezurio
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3.5 Additional Hardware References

A complete list of available certifications for the RG1xx Gateway is available from the RG1xx product page [K] under “Documentation.”

4 Sensor Qverview

The Sentrius™ RS1xx sensors (Figure 2) enable battery-powered, local and wide-area sensor applications using LoRaWAN and Bluetooth 4.2. The
RS1xx are small, rugged, and easily configurable sensors making it easier than ever to monitor environmental data with a network of sensors.

All variants are powerful yet power-conscious sensors, configurable to transmit infrequently and last for years on the same set of two replaceable
AA batteries. A sensor network can be easily created that provides miles of coverage, easily configurable via a smartphone or tablet.

Figure 2: Sentrius RS1xx Sensor

5 Sensor Hardware Description

5.1 Datasheet

Refer to reference [G], [H], [I] and [J].

5.2 StandardKit Contents

Each sensor is shipped with a pair of Alkaline AA batteries. Externally connected sensors must be ordered separately.

5.3 User Provided Items

The user is responsible for mounting the sensor. A BLE 4.2 capable mobile device is required for local device configuration.

https://www.ezurio.com/ 8 © Copyright 2025 Ezurio
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5.4 Third Party purchasable items

LoRa gateway devices are required as gathering points for sensor data. Laird recommends its RG1xx range of gateways, refer to section Error!
Reference source not found., Gateway Overview.

5.5 Additional Hardware References

A complete list of available certifications for the RS1xx range of sensors is available from the RS1xx product page [R] under "Documentation.”

6 Setup your AWS account and Permissions

If you don’t have an AWS account, refer to the instructions in the AWS setup guide [L]. The relevant sections are “Sign up for an AWS account” and
“Create a user and grant permissions.”

6.1 Overview

The high-level steps to get started with AWS |oT Core for LoRaWAN are as follows:
1. SetupRoles and Policies in IAM
2. AddaGateway (see section Add the Gateway to AWS |oT)
3. AddDevice(s) (see section Add a LoRaWAN Device to AWS |0T)
a. Verify Device and Service profiles.
b. Setup aDestination to which device traffic will be routed and processed by arule.

These steps are detailed below. For additional details, refer to the AWS LoRaWAN developer guide [X].

6.2 SetupRoles andPoliciesin|AM

6.2.1 Add an IAM Role for CUPS server

Add an IAM role that will allow the Configuration and Update Server (CUPS) to handle the wireless gateway credentials.
This procedure needs to be done only once but must be performed before a LoRaWAN gateway tries to connect with AWS IoT Core for LORaWAN.

¢ GotothelAMRoles page onthe IAM console

e ClickCreaterole.

e  OntheCreate Role page, choose Another AWS account.

e  For AccountID, enter your account ID.

e  Click Next: Permissions

e Inthe search box next to Filter policies, enter “AWSIloTWirelessGatewayCertManager®.

- Ifthe searchresults show the policy named AWSIoTWirelessGatewayCertManager, select it by clicking on the checkbox.
- Ifthe policy does not exist, please create it as follows:
= GotothelAM console
= Click Policies on the navigation pane.
s Click Create Policy. Then choose the JSON tab to open the policy editor. Replace the existing template with this trust policy

document:
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IoTWirelessGatewayCertManager",

"Effect": "Allow",

"Action": [
"iot:CreateKeysAndCertificate",
"iot:DescribeCertificate",
"iot:ListCertificates",
"iot:RegisterCertificate"

] ’

"Resource": "*"

}
https://www.ezurio.com/ 9 © Copyright 2025 Ezurio
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= Click Review Policy to open the Review page.
s ForName, enter AWSloTWirelessGatewayCertManager. Note that you must not use a different name. This is for consistency with
future releases.
s For Description, enter a description of your choice.
= Click Create policy. You will see a confirmation message showing the policy has been created.
e Click Next: Tags, and then click Next: Review.
e InRole name, enter loTWirelessGatewayCertManagerRole, and then click Create role.
- Note that you must not use a different name. Thisis for consistency with future releases.
= Inthe confirmation message, choose loTWirelessGatewayCertManagerRole to edit the new role.
s Inthe Summary, choose the Trust relationships tab, and then click Edit trust relationship.
s In the Policy Document, change the Principal property to represent the IoT Wireless service:

"Principal”: {
"Service": "iotwireless.amazonaws.com"

by

After you change the Principal property, the complete policy document should look like this:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Service": "iotwireless.amazonaws.com"

I
"Action": "sts:AssumeRole",

"Condition": {}

}
Click Update Trust Policy to save your changes and exit.

At this point, you've created the loTWirelessGatewayCertManagerRole and you won’t need to do this again.

Note: The examples in this document are intended only for dev environments. All devices in your fleet must have credentials with privileges
that authorize only intended actions on specific resources. The specific permission policies can vary for your use case. Identify the
permission policies that best meet your business and security requirements. For more information, refer to Example policies [M] and
Security Best practices [N].

6.2.2 Add IAM role for Destination to AWS IoT Core for LoRaWAN

Prepare your AWS account to work with AWS |oT Core for LoRaWAN.
Create a policy that gives the role permissions to describe the loT endpoint and publish messages to AWS |oT.

e GotothelAM console
e Click Policies in the navigation pane.
e Click Create Policy. Then click the JSON tab to open the policy editor. Replace the existing template with this trust policy document:

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":

"iot:DescribeEndpoint",
"iot:Publish"
] 4

https://www.ezurio.com/ 10 © Copyright 2025 Ezurio
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"Resource": "*"

}
e Click Next: Tags.
e Click Next: Review to open the Review page.
®  Choose Review Policy to open the Review page. For Name, enter a name of your choice. For Description, enter a description of your choice.
e Choose Create policy. You will see a confirmation message indicating that the policy has been created.

Now create the Role:

¢ InthelAM console, click Roles from the navigation pane to open the Roles page.

e ClickCreate Role.

e InSelect type of trusted entity, choose Another AWS account.

e InAccountID, enter your AWS account ID, and then choose Next: Permissions.

e  Search for the IAM policy you just created by entering the policy name in the search bar.

e Inthesearchresults, select the checkbox corresponding to the policy.

e ClickNext: Tags.

e Click Next: Review to open the Review page.

e For Role name, enter an appropriate name of your choice. For Description, enter a description of your choice.
e ClickCreaterole. You will see a confirmation message indicating that your role has been created.

Update your role’s trust relationship to grant AWS |oT Core for LoRaWAN permission to assume this IAM role when delivering messages from
devices to your account.

¢ InthelAM console, choose Roles from the navigation pane to open the Roles page.
e  Enterthe name of the role you created earlier in the search window and click on the role name in the search results. This opens the Summary
page.
e Clickthe Trust relationships tab to navigate to the Trust relationships page.
e Click Edit trust relationship. The principal AWS role in your trust policy document defaults to root and must be changed. Replace the
existing policy with this:
{
"Version": "2012-10-17",

"Statement": [
{
"sidr: vvvv,
"Effect": "Allow",
"Principal": {
"Service": "iotwireless.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {}

}
Choose Update Trust Policy. Under Trusted entities, you will see: The identity provider(s) iotwireless.amazonaws.com.

6.3 Addthe Gatewayto AWS loT

Note: The account region must be set to us-east-1or us-west-2 for the LPWAN devices menu item to be displayed.

6.3.1 Preparation

To complete setting up your gateway, you need:

¢ LoRaWAN region. For example, if the gateway is deployed in a US region, the gateway must support LoRaWAN region US915.
e  Gateway LNS-protocols. Currently, the LoRa Basics Station protocol is supported.

e  Gateway ID (DevEUI) or serial number. This is used to establish the connection between the LNS and the gateway. Consult the
documentation for your gateway to locate this value.

¢ Note that Semtech Basics Station v2.0.5 and greater is required.

https://www.ezurio.com/ n © Copyright 2025 Ezurio
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¢ Note that RGIXX firmware v93.8.5.25 and greater is required.

6.3.2 Add the LoRaWAN Gateway

To register the Gateway with AWS [oT Core for LoRaWAN, follow these steps:

e Gotothe AWSIoT Core console.

e Under LPWAN devices, click Gateways.

e Click Add gateway.

e Inthe Add gateway section, fill in the GatewayEUI and Frequency band (RF Region) fields.

e  Enteradescriptive name in the Name - optional field. We do not recommend you leave it blank.
e Click Add gateway.

¢ Onthe Configure your Gateway page, find the section titled Gateway certificate.

e Click Create certificate.

e  Once the Certificate created and associated with your gateway message is shown, click Download certificates to download the certificate
(xxxxx.cert.pem) and private key (xxxxxx.private.key).

. In the section Provisioning credentials, click Download server trust certificates to download the CUPS (cups.trust) and LNS (Ins.trust)
server trust certificates.

e  Copy the CUPS and LNS endpoints and save them for use while configuring the gateway.
e  Click Submit to add the gateway.

6.4 AddalLoRaWAN Deviceto AWSIloT

Note: Refer to section 14 for RS1xx specific setup information.

6.4.1 Preparation

Locate and note the following specifications about your endpoint device.

e LoRaWAN region. This must match the gateway LoRaWAN region. The following Frequency bands (RF regions) are supported:

- AU915

- EU8ES8

- EU433

- CN470

- CN779

- RU8B4

- KR920

- IN865

- US915

- AS923-1
- AS923-2
- AS923-3
- AS923-4

e  MAC Version. This must be one of the following:

- V1.0.2

- v1.03
- vl
e Regional parameters version. The following Regional parameters versions are supported:
- LoRaWANV1.0.1
- Regional Parameters v1.0.2rB
- Regional Parameters v1.0.3rA
- Regional Parameters v1.TrA
RP002-1.0.0
RP002-1.0.1

e  Thedevice join mechanism. The following are supported:

- OTAAvV1.0xand OTAA V11
- ABP v1.0x and ABP v1.1.

https://www.ezurio.com/ 12 © Copyright 2025 Ezurio
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e  The MaxEIRP for the device.
Locate and note the following information from your device manufacturer:

e  For OTAAV1.0x devices: DevEUI, AppKey, AppEUI

e  For OTAAV1.1devices: DevEUI, AppKey, NwkKey, JoinEUI

e  For ABP v1.0x devices: DevEUI, DevAddr, NwkSkey, AppSkey

e  For ABP v1.1devices: DevEUI, DevAddr, NwkSkey, FNwkSIntKey, SNwkSIntKey, AppSKey

https://www.ezurio.com/ 13 © Copyright 2025 Ezurio
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6.4.2 Verify Device & Service Profiles
AWS loT Core for LoRaWAN supports Device profiles and Service profiles.

e Device profiles contain the communication and protocol parameter values the device needs to communicate with the Network Server.

e Service profiles describe the communication parameters the device needs to communicate with the Application Server.

Some pre-defined profiles are available for Device and Service profiles. Before proceeding, verify that these profile settings match the devices you
will be setting up to work with AWS |oT Core for LoRaWAN.

¢ Navigate to the AWS|oT Core console. In the navigation pane, click LPWAN devices.
¢ Inthe navigation pane, choose Profiles.
¢ Inthe Device profiles section, there are some pre-defined profiles listed.
e Checkeach of the profiles to determine if one of them will work for you.
e Ifnot, select Add device profile and set up the parameters as needed. For a Ezurio US915 RS1xx as an example, the values are:
- MacVersion1.0.2
- RegParamsRevision RP002-1.0.1
- MaxEirp10
- MaxDutyCycle 10
- RfRegion US915
- SupportsJoin true
e  Continue once you have a device profile that will work for you.

e Inthe Service Profiles section, there are some pre-defined profiles listed. Check each of the profiles to determine if one of them will work for
you.
e Ifnot, select Add service profileand set up the parameters as needed. As an example, the default service profile parameters are shown
below. However, only the AddGwMetadata setting can be changed at this time.
- UlRate60
- UlBucketSize4096
- DIRate60
- DIBucketSize4096
- AddGwMetadatatrue
- DevStatusReqgFreqg24
- DrMax15
-  TargetPer5
- MinGwDiversity1

Proceed only if you have a Device and Service profile that will work for you.
6.4.3 Set up a Destination for device traffic

Because most LoRaWAN devices don't send data to AWS loT Core for LoRaWAN in a format that can be consumed by AWS services, traffic must
first be sent to a Destination. A Destination represents the AWS |oT rule that processes a device's data for use by AWS services. This AWS |oT rule

contains the SQL statement that selects the device's data and the topic rule actions that send the result of the SQL statement to the services that
will use it.

For more information on Destinations, refer to the AWS LoRaWAN developer guide [X].
A destination consists of a Rule and a Role. To set up the Destination:

¢ Navigate tothe AWSIoT Core console. In the navigation pane, click LPWAN devices, and then Destinations.
e Click Add Destination.

¢ Onthe Add destination page, in the Permissions section, select Select an existing service role, then select the IAM Role created in section
6.2.2 from the drop-down.

e Under Destination details enter a suitable name as the Destination name, and an appropriate description under Destination description -
optional. It should be considered the Destination will be entry point into AWS for a group of devices, with naming needing to reflect this.

e The Rule Name and Rule configuration sections are used to configure the Rule invoked AWS |oT Core side when data is received from
sensors. The name chosen should reflect this.

e Upon having entered the Rule Name, click Copy.
e Click Create Rule. This allows definition of the Rule used as the entry point for incoming sensor data.
e Inthe Name field, enter the Name copied from the previous step.
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Click Next, then set the Rule Query Statement as follows:

SELECT * FROM 'iot/topic'

e  Click Next, then select Republish to AWS IoT Topic and enter a suitable name for the Topic (e.g. 'SensorOutput’). Note the Topic name for
use later - this is the root Topic that is used to pass sensor data to other AWS Rules and Services.

o Create aRole for the Action.

e Click Add Action.

e Click Create Rule to finalise creation.

e Click Add Destination. You will see a message confirming “Destination added”, indicating the destination has been successfully added.

e  This Destination can be used by multiple sensors. Messages from all sensors using this Destination will be routed to the MQTT Topic created.

Refer to Figure 3 for an example of how the Destination and associated Rule defines how sensor data is routed to a root MQTT topic.

The user network consists of US sensors and gateways, and EU sensors and gateways. Messages from the US Sensors are routed to one
Destination, and those from the EU Sensors to another by the AWS IoT Core Rules Engine. This invokes the appropriate Rule (EU Sensor Routing
Rule for EU sensors, and US Sensor Routing Rule for US sensors).

Two MQTT topics, Root EU Sensor Topic for EU sensors and Root US Sensor Topic for US sensors, are then published to. This results in separate
data sets for the two sensor types.

Note that data published to the Root Topic is unprocessed. It contains the raw payload data, in addition to gateway information. For meaningful
data to be made available, the Root Topic must be used as the source for further Actions and Services. This is described further in Section 9.

AWS
______________________ -
| AWS loT Core I
I <>’ (I
. Root EU Sensor
EU RS1XX Sensor EU RG1XX I L —1 EU Sensor Routing Rule Topic | |
Gateway | I |
I — 1
2 | Rules Engine I I
US RGIXX I US Sensor Routing Rule RootUS?ensor I I
US RS1XX Sensor Batevy | Topic |
e e e e e e e e e e - J
Figure 3: Root MQTT Topic via Destination Rule
6.4.4 Register the Device
Register an endpoint device with AWS loT Core for LoRaWAN as follows:
e Gotothe AWSIoT Core console.
e Click LPWAN devices in the navigation panel on the left.
e Click Devices.
e Click Add wireless device.
¢ Onthe Add device page, select the LoRaWAN specification version in the drop-down under Wireless device specification.
e Under LoRaWAN specification and wireless device configuration, enter the DevEUI and confirm it in the Confirm DevEUI field.
e  Enter the remaining fields as per the OTAA/ABP choice you made above.
https://www.ezurio.com/ 15 © Copyright 2025 Ezurio
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e Enteraname for your device in the Wireless device name - optional field.
¢ Inthe Profiles section, under Wireless device profile, find a drop-down option that corresponds to your device and region.

Note: Compare your device details to ensure the device profile is correct. If there are no valid default options, you will have to create
anew profile (see section 6.4.2 Verify Device & Service Profiles).

e  Click Next.

e  Choose the destination you created earlier from the drop-down under Choose destination.

e Click Add device.

e  You will see a message saying “Wireless device added”, indicating that your device has been set up successfully.

/7 SetUp the Gateway

7.1 Setup hardware

The following describes the steps required to setup the RG1xx Gateway. Figure 4 shows the hardware features of the gateway.

LoRa and Wi-Fi antennas
LEDs

IMounting holes

User button

i b B

DC power input
User button

Reset button

S0 card slot
Ethernet connector

0|~ 3o

Figure 4: Sentrius RG1xx gateway hardware features

7.11 Physical Connectivity

The supplied antennae are first connected to the gateway before power-up. Figure 5 indicates the location of the LoRa and Wi-Fi antennae.
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Wi-Fi LoRa

Figure 5: RG1xx antennae connectivity

As shown in Figure 6, the external DC power supply must be connected (1) and mains power provided. For Ethernet connectivity, the supplied
Ethernet cable is connected (2) and to the end user router (3).

o =} (=} (=} & (-] o o

Figure 6: Gateway physical connectivity

7.1.2 Gateway LEDs

The LED array visible on the front panel of the RG1XX gateway is shown in Figure 7. Table 1 describes the purpose of each LED.

Figure 7: RGIXX LEDs

Table 1: RGIXX LEDs

Label Purpose

Power llluminated when power is applied.

Ethernet Off when Ethernet hardware is disabled.
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Label Purpose

llluminated when Ethernet hardware is initialized.
Flashes when Ethernet communications are in progress.

Wi-Fi Off when WiFi hardware is disabled.
llluminated when WiFi hardware is initialized.
Flashes when WiFi communications are in progress.

BLE llluminated when BLE hardware is initialized.
Flashes when BLE communications are in progress.

LoRaWAN llluminated when LoRa hardware is initialized.
Flashes when LoRa communications is in progress.

User Reserved for future use.
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7.1.3 Logging into the gateway

Tolog into the gateway web interface, complete the following steps.

Determine the last three bytes of the gateway’s Ethernet MAC address, found on the label on the bottom of the gateway as shown in Figure 8 with
the last three bytes highlighted.

. Samirku® — S Sub-Assy: AS0-D0013
&l »™ 915 MH: ienelipent Gatewiy inchud] Rev: R v
: atrwiy ng J
u D LoRia VAN, W15, Bhaetoot by, snd DiPere] DyC: ONada12 b e I/_ Y
- €zxio IC FC
Ethernet MAC ID: CcEE:40: 793488 A

Contains FOC 10; S0:G WBSONBT .

Contalns It: 31474 WESONET WIFI MAC 1D: CO:EE:40:04:DF:85 Sentrius™ RGIW WA #12 - SPAMH7
Containg FCC 10z $06-1001 DevEUl: CO:EE:40:FF:FF:29:34:BB it ribospeg ook - b

E E Cortans FOC 1D SOG-WESOMBT 4. eon oo

L Contains FCC ID: SQG-3000 Rev R

Containg i: 314741001
Etharmet MAC I0: C0: EE:40-F9:57:88
Contans K 2147A-WRSONAT
Casitaire 1 TR47 840000 __E E
(=] A |

902-928MHz LoRaWAN Galoway
Including Wi-Fi, Bluctooth, and Ethormat

WFI MAC 1D OO DA0-00 0049
M2 EUR: COEE-S0:FFFF-29:3T: 88

User Mame: sentrius 0117174
Pasarsord: RG Lo

Figure 8: Determining the gateway Ethernet MAC address

Each gateway exposes an HTTP web server, with a DNS being used to create a unique address for each gateway. This takes the form
https://RGIxxXXXXXX.local, where XXXXXX are the last three bytes of the gateway MAC address. For example, for a gateway with 29378B as the
last three bytes of its MAC address, the address for the gateway would be https://RG1xx29378B.local.

Enter the gateway address into a web browser and confirm. A dialog of the form shown in Figure 9 is first shown. Click Yes to proceed.

Security Alert >

i_P The identity of this web site or the integnity of this connection cannot be
verfied

i The securty certificate was issued by 3 company you have not
chosen to trust View the cerificate to determine whether you want
to trust the ceifying autharity

¥  The security cerificate date is valid

i The name on the security cerificate is invalid or does not match
the name of the site

¥} The securty cerficate uses a strong signature.

Da you warl to proceed?

Yes Nn | ViewCertificate

Figure 9: Dialog shown when first opening gateway web interface
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The gateway web interface log in page appears as shown in Figure 10. Enter your credentials if you've changed the default username and password.
The default credentials are as follows:

Username: sentrius

Password: RG1xx

Then click Login.

Login

Figure 10: Gateway web interface log in page

The gateway dashboard appears as shown in Figure 11. This summarizes gateway connectivity, with more detailed configuration available from the

toolbar at the top of the page. Details of each option can be described as follows.

LAN - Configure Ethernet communications

Wi-Fi - Configure W-iFi communications

LoRa - Configure LoRa communications

Settings - Gateway administration and management

Logout - End the web interface session and return to the log in page

—

System LoRa
Model Number RG1xx Disconnected
Firmware Version Laird Linux gatwick-laird-93.8.5.21 Region Code
Gateway Mode
Gateway EUI

i-Fi LAN

Disabled @@ Connected
IP Address 0000 IP Address
MAC Address CO'EE40:0D'C9E7 IPv4 Enabled

MAC Address

@
192 168.1.99
true

OO0 XXX XX

Figure 11: Gateway Dashboard page
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7.1.4 Ethernet setup

The following describe the steps necessary to set the device up for Ethernet communications.
7.14.7 IPv4 Configuration

In the top menu, click LAN. Then click on IPv4 Configuration in the left submenu. This opens the page as shown in Figure 12.

IPv4 Configuration Wired LAN Configuration IPv4

IPv6 Configuration

IP Address Acquisition Method

Advanced dnep t

Device IP Address External Gateway IP
Wired LAN Connected: true
102.168.1.99 192.168.1.254
IP Address: 192168.1.99
Broadcast IP Device Subnet Mask
IP Address Method dhcp
192 168.1.255 255.255.255.0
DNS Servers

DNS Server1IP

192.168.1.254 Remove

DNS Server 2 IP

888

@

Remove

Save Configuration

Figure 12: Gateway IPv4 configuration

The first page for configuring the Ethernet LAN connection is the IPv4 Configuration page. There are two basic modes of operation - DHCP and
Static. These are selected in the IP Address Acquisition Method drop-down box. The gateway factory default setting is DHCP. The two settings can
be described as follows.

e DHCP - When in DHCP mode, all settings are provided by the DHCP server. All configuration settings (except IP Address Acquisition Method)
are greyed out. IP values provided by DHCP are displayed but cannot be changed

e  Static - When the IP Address Acquisition Method is set to static, all IP settings are fixed and saved in the device. The external Gateway IP
address is optional and may be left blank. DNS Server |P addresses are also optional. You may specify zero, one, or two DNS servers.

7.14.2 IPv6 Configuration

Click LAN in the top menu. Then click IPv6 Configuration in the left submenu. The IPv6 Configuration page appears as shown in Figure 13.

h 1 Adaess Asauston Wthod Avte DHGP Mthod
Device IP Address External Gateway IP
Wired LAN Connee tod: U
41401 D200 ¢2ee 40N 1620 6044
1P Address: 102 168 1 09
Device Subnet Mask
IP Address Method  dhcp
'
DNS Server 1 1P
!
DNS Server 2 1P
Save Configuraion

Figure 13: Gateway IPv6 configuration
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The following modes are supported for IPv6 addressing.

e  Static - When the IP Address Acquisition Method is set to static, all IP settings are fixed and saved in the device. As of June 2017, IPv6
static mode is only partially supported. Please see the software release notes for current information.

e  DHCP - In DHCP mode, all settings are provided through communication with an IPv6 server on the network

e  Auto -Inautomode, the auto DHCP method can be configured between Stateless or SLAAC

7.14.3 Advanced page

From the LAN page, clicking Advanced in the left submenu. IPv4 and IPv6 information appears as shown in Figure 14.

IF Address Methed  dhcp

IP Address  192.166.1.99

Wired LAN Connected: lrue IPv4 Enablea true
1P Address: 192.168.1.99 Netmask

1P Address Method  ancp Ext Gateway IP
BroadcastiP 192

Client MAC Address

DNS1IP 102

DNS2IP 8888

IF Address Method  aulo

P3

IPv6 Enabled frue

Auto DHCP Method  SLAAC

Figure 14: LAN Advanced page

7.1.5 Wi-Fi Setup

By default, the gateway’s Wi-Firadio is not configured to connect to a Wi-Fi network. The user must access the web interface on the gateway via
the Ethernet interface to setup the Wi-Fi connection. This section describes the steps necessary.

7151 Aading an access point

Click Wi-Fi in the top menu. The Wi-Fi page appears as shown in Figure 15.

Access Point Scan

Status Disabled

Figure 15: Web interface Wi-Fi page
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Click Enable Wi-Fi to initialize the Wi-Fi hardware. The Wi-Fi LED on the gateway front panel flashes on and off, then lluminates steadily. £Enable Wi-
Fiupdates to display Disable Wi-Fiwhen Wi-Fi is active, as shown in Figure 16.

Access Point Scan

Profiles

Advanced

Status Disconnected

Disable Wi-Fi

Figure 16: Web interface Wi-Fi page when Wi-Fi hardware is active

Click Scan. The gateway begins scanning for access points. The page displays results when complete, as shown in Figure 17.

Profiles

Advanced
SSID RSSI Security

Status  Disconnected
BTWii -84 WEP_OFF
Disable Wi-Fi

BT-GGAGTC -84 WPA2_PSK
DIRECT-R5M2070 Series -80 WPA2_PSK
BT-66A3PR -7 WPA2_PSK
BTHub6-92CF -7 WPA2_PSK WPA_PSK_AES WPA2_PSK_TKIPW
TALKTALK12CD34 -75 WPA2_PSK
BTWIfi-X -27 WPA2_AES
BTHUDE-WE7P -27 WPA2_PSK
8 Results(g]

Figure 17: Access Point Scan results

Click your desired access point. Enter credentials as shown in Figure 18.

Wi-Fi Profile: BTHUb6WG7P
Profile Name
I BTHUbEWE7P

SSID
I BTHubs-WBE7P
Security

WPA2_PSK

PSK

Figure 18: Access Point details

Click Connect to connect to the access point. Figure 19 shows the updated Wi-Fi page.
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- m ﬂ

Access Point Scan

Profiles

Status  Connected
SSID BTHuUbG-W6ETP
Channel 36
Bit Rate 300 Mbps

IP Address  192.168.1.100

Disable Wi-Fi

Figure 19: Successful connection to access point

7.15.2 Profiles page

Click Profiles in the left submenu of the Wi-Fi page. This page displays a summary of previously connected access points as shown in Figure 20.

Scan Wi-Fi Profiles

Advanced BTHUBEWE7P#"

Activate ﬂ

BTWifie
Status Connected

SSID  BTWi-fi
Channel 36
Bit Rate 300 Mbps
IP Address  100.90.32.220

RSSI: 27 dBm

Disable Wi-Fi

Figure 20: Wi-Fi Profiles page

This page allows you to modify settings for each, and to select the active access point.
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7.15.3 Manually adding a profile

Manually add an access point by clicking + Profile as shown in Figure 21. Then click Add to activate the new profile.

Wi-Fi Profile: NewProfile

Profile Name

I NewProfile

SSID

Security

WPAZ_PSK

PSK

PSK required, needs to be at least 8 characters.

Figure 21: Manually adding an access point profile

7.1.5.4 Advanced page

Click Advanced in the submenu on the left to open Advanced page as shown in Figure 22. This page displays the parameters of the current access
point.

Scan

Wi-Fi Status Details

Profiles

Status  AUTHENTICATED Channel 36
Advanced
Profile Name BTWifi RSSI -27 dBm
D FOmE Client MAC  CO.EE-40.0D:CIE7 Bit Rate 300 Mbps
SEE ET ClientIP  100.90.32.220 X Power 25 mwW
- SSID  BTWif DTIM 3
Bit Rate 300 Mbps AP MAC AA A 93 306AF2 Beacon Period 100 ms
IP Address 100.90 32 220 (PIF e Radic Mode  ABGN

RSSI: -27 dBm

Disable Wi-Fi

Wi-Fi Global Settings

Regulatory Domain  WW

Wi-Fi Quick Config Settings

Current SoftAP password

New SoftAP password

Retvne new nasswaord

Figure 22: Wi-Fi Advanced page
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7.2 Set Up Software

AWS |oT Core for LoRaWAN requires the usage of the Semtech BasicsStation Packet Forwarder v2.0.5. This is available in the RG1XX from firmware
version 93.8.5.25 onwards. The firmware version on the gateway appears in the gateway dashboard as shown in Figure 23.

 I— —
System LoRa
Model Number RG1ix Disconnected )
Firmware Version Laird Linux gatwick-laird-93.8.5.21 Region Code EU

Gateway Mode sbs

Gateway EUI  XOOOCO0OOCXXXXX

Wi-Fi LAN
Connected Connected
IP Address 100.90.32.220 IP Address  192.168.1.99
MAC Address  JOCXX:XXXX:XX:XX IPv4 Enabled true
SSID  BTWifi MAC Address  XXaXO0XIOGXX:XX:XX

Signal Strength 28

¥ | A AutoUpdate Logs

Figure 23: Verifying the gateway firmware version

If the firmware version is prior to 93.8.5.25, you must upgrade as shown in the Gateway OTA Updates section.
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7.3 Configure the Gateway device

This section describes the activities performed on the gateway side to register it with AWS IoT Core for LoRaWAN. The gateway must be
configured as described in the section Setup your AWS account and Permissions.

7.3.1 Enabling the Basics Station Packet Forwarder

Click LoRa in the main menu as shown in Figure 24.

T I
oRa
Model Number  RG1xx Connected ()
Firmware Version Laird Linux gatwick-laird-83.8.5.21 Region Code EU
Gateway Mode semlech
Gateway EUl  XXXXXXXXXXXXXXXX
LoRa Server  Ins.com:1700
Fi AN
Disabled ) Connected
IP Address 0.0.0.0 IP Address  XXOCIOOCXXCKXX
MAC Address  XX:XX:XX:XX:XX:XX IPv4 Enabled true
MAC Address  XX:XX:XX:XX:XX:XX

Figure 24: Opening the LoRa page from the gateway web interface

Click Forwarder in the left submenu. Set the Mode dropdown to Semtech Basics Station as shown in Figure 25.

Semtech UDP Forwardes

Gateway Connected ftrue Ins.com 1700 # 1700 [\ ol
Gateway EUL  XXXXXXXXXXXXXXXX
Region Code EU

Mode semtech

Figure 25: Packet Forwarder selection
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7.3.2 Configuring end points

The Basics Station configuration page appears as shown in Figure 26. Configure details of the CUPS and LRC endpoints in the Server Configuration
group.

Semiech Basics Station -

Server Configuratio

oo

Browse... | No file selected

Browse... | No file selected.

Figure 26: Basics Station Server Configuration

e  The'CUPS Server’ and ‘CUPS Boot Server’ should be set to the CUPS Endpoint value noted during section 6.3.
e  The'LNS Server’ should be set to the LNS Endpoint value noted during section 6.3.

Click Update to store the values in the gateway.

7.3.3 Configuring LNS certificates

Add Certificate data for the LNS aspect of the AWS loT Core for LoRaWAN to the gateway via the LNS Certificates group as shown in Figure 27.

Browse... | No flle selected
Browse... | No file selected

Browse... | No file selected

Figure 27: LNS Certificates group

e ‘Server Certificate File’is the LNS Trust Certificate file stored during the steps described in section 6. This file is named Ins.trust. Select A/
Files (* *)in the file browse dialog to make the file visible.

e ‘Client Certificate File’ is the Gateway Certificate file stored during the steps described in section 6. This has the *.pem extension. Select A/
Files (**)in the file browse dialog to make the file visible.

e« ‘KeyFile'is the Gateway Private Key file stored during the steps described in section 6. This file has the *.key extension.

In all cases, click Browse to navigate to the file location on the web interface client machine. Click Upload Certificates to upload the files to the
gateway.
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7.3.4 Configuring CUPS certificates

Add details of the CUPS server, if required, via the CUPS Certificates group, as shown in Figure 28.

CUPS Certificates

Delete Certificates Upload Certificates
Browse... | No file selected.

Browse... | No file selected.

Browse... | No file selected.

CUPS-Boot Certificates

Delete Certificates Upload Certificates

et

Figure 28: CUPS Certificates group

The ‘Server Certificate File’ is the CUPS Trust Certificate file stored during the steps described in section 6. This has the filename cups.trust.
Select A/l Files (**)in the file browse dialog to make the file visible.

‘Client Certificate File’ is the Gateway Certificate file stored during the steps described in section 6. This has the *.pem extension. Select A/
Files (**)in the file browse dialog to make the file visible.

e ‘KeyFile'is the Gateway Private Key file stored during the steps described in section 6. This has the *.key extension.
Click Upload Certificates after you select all files to transfer the files to the gateway.
7.3.5 Configuring CUPS Boot certificates

Add details of the CUPS Boot server, if required, via the CUPS-Boot Certificates group, as shown in Figure 29.

Browse... | No file selected.

CUPS-Boot Certificates

Delete Certificates Upload Certificates
Browse... | No file selected.

Browse... | No file selected.

Browse... | No file selected.

Figure 29: CUPS Boot Certificates group

The ‘Server Certificate File’ is the CUPS Trust Certificate file stored during the steps described in section 6. This has the filename cups.trust.
Select A/l Files (**)in the file browse dialog to make the file visible.

‘Client Certificate File’ is the Gateway Certificate file stored during the steps described in section 6. This has the *.pem extension. Select A/
Files (* *)in the file browse dialog to make the file visible.

‘Key File’ is the Gateway Private Key file stored during the steps described in section 6. This has the *.key extension.

Click Upload Certificates after selecting all files to transfer the files to the gateway.
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7.3.6 Finalising gateway configuration
Once you have entered the certificate and endpoint data, reboot the RG1xx to allow the changes to take effect. To reboot, click Settings in the top

menu, and then Reboot in the left submenu as shown in Figure 30. The gateway will restart within a minute, then establish communication with the
AWS IoT Core for LoRaWAN instance.

Current password

Web Session |

Version Information

New username

New password

Update Firmware
Save/Restore Settings
Remote Logging

Remote Management Service |

R etype new passwora

Gateway Config

Figure 30: Rebooting the RGixx

https://www.ezurio.com/ 30 © Copyright 2025 Ezurio
AllRights Reserved



°
e1| 'D AWS IoT Core for LoORaWAN

A User Guide / Datasheet

8 SetUpthe Sensor

The following describes the server side steps necessary for integrating RS1XX sensors with AWS loT Core for LoRaWAN.

8.1 Setup hardware

The following describe the steps required to setup an RS1XX sensor. Figure 31 shows the hardware features of the sensor.

e 1. Temperature and humidity
. 0 €z sensor
LERaWAN 2. Bluetooth button
3. LEDs
4. Fixing holes

Figure 31: Sentrius RSIXX Sensor hardware features

8.1.1 Physical Connectivity

Insert the batteries supplied with the sensor into the sensor battery port, as shown in Figure 32, then close the port with the included screw. You
may also use lithium batteries, which are suitable for applications where frequent uplinks are expected.

Figure 32: Sentrius sensor battery port
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8.1.2 Sensor LEDs

The LED array visible on the sensor housing is shown in Figure 33. Table 2 describes the purpose of each LED.

Figure 33: RSIXXLEDs

Table 2: RSIXX LEDs

Label Purpose

1 Flashes orange when a network is being searched for.
Flashes green following successful connection to a network.
2 Flashes blue when BLE communication is in progress.

8.2 Set Up Software

8.2.1 Determining the Sensor EUI

The EUl of each sensor to be registered with AWS loT Core for LoORaWAN is required when the sensor is registered. The EUl is listed on the label on
the rear of the sensor, as shown in Figure 34, or via the mobile app on the LoRa Settings screen as shown in Figure 35.

Contains FCC ID: 5QG-RM191
Contains IC ID: 3147A-RM191

'm] 450-0182
% 0219266

Figure 34: Determining the sensor EUI from housing label
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LoRa Settings

Channel Mask

Sub-Band 2 ~ |

Operating Mode

Laird2 v

Confirmed Packets

O @

DevEUI
| XXXXXXXKXKKXXKXX Save
AppEUI

XOO0OCOOKXKXXXXX Save
AppKey

m Save

Figure 35: Determining the sensor EUI from the mobile app

8.2.2 Determining the App EUI

Every sensor within an application must be defined by a 64-bit (16-character hexadecimal string) value. Follow the guidance defined in ‘Join EUI
Guidance’ in reference [S] when defining the value. View and modify the App EUI via the mobile app ‘LoRa Settings’ page as shown in Figure 36.

LoRa Settings

Channel Mask

Sub-Band 2 ™ |

Operating Mode

Laird2 v ‘
Confirmed Packets

O <o
DevEUI
XXOOKXKXNKXNXXK
AppEUI
XHOOKOKCKAXXK
AppKey

m Save

Figure 36: Join EUI configuration via mobile app
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8.2.3 Determining the App Key

Every sensor within an application must be assigned a 128-bit (32-character hexadecimal string) app key value. Follow the 'Security Keys Guidance’
defined at reference [T] when defining the key value. View and modify the app key via the mobile app on the LoRa Settings page, as shown in Figure
37. Alternatively, you may use the App Key provided on the external label on the rear of the sensor.

LoRa Settings

Channel Mask

Sub-Band 2 ™ |

Operating Mode

Laird2 v

Confirmed Packets

O @

DevEUI
| OGO XXX Save
AppEUI

KXOOOKXXAXXXX Save
AppKey

m Save

Figure 37: Configuring the AppKey via the mobile app

8.2.4 Determining the Sensor Region

You must provide region details when registering the sensor with AWS |oT Core for LoRaWAN. They are found on the Update Firmware page as
shown in Figure 38.

Update Firmware

Current Firmware Model
6.2_20-9-28 RS186_EU_BBS

Perform an over-the-air firmware update?
No Firmware Selected

Select a firmware image:

R5186 EU 868 v6.1 20-6-16

New Region Test Versions

® ) off @) off

Figure 38: Determining the sensor region via the mobile app

8.2.5 Determining the Sensor LoRaWAN Specification Version

AlIRS1XX sensors currently support v1.0.2 of the LoRaWAN Specification.
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8.2.6 Determining the Sensor Activation Type

RS1XX sensors support only the OTAA type of activation.

8.2.7 Determining the Sensor Regional Parameters Revision

AllRS1XX sensors currently implement v1.0.2B of the LoRaWAN Regional Parameters specification.

9 Application Examples

The following describe some applications to test the sensor connectivity and demonstrate AWS features.

9.1 Ezurio Protocol Format example

Before implementing this example application, set the sensor Packet Format to ‘Laird’ or ‘Laird 2'. Refer to reference [O] for further details of
configuring the Packet Format, and details of the available Packet Formats.

Lambda code in NodeJS 10.x format is provided on our GitHub page [W] for decoding the Ezurio format payload data into meaningful values. Further
details of the protocol implemented by the Laird and Laird 2 Packet Format are provided in the RSTxx Protocol Description [U].

The architecture of the application is shown in Figure 39. Messages received from the sensor are passed to the ‘Decoder’ Rule. This invokes the
‘Decoder’ Lambda function, which extracts payload data from the messages and converts into human readable data. Output from the Lambda
function is published to the ‘Decoded’ MQTT topic, where the data can be inspected via AWS MQTT Client.

A second Rule, ‘Extractor’, subscribes to the ‘Decoded’ Topic and extracts timestamp, temperature and DevEUI data. These are published to a
second MQTT topic, ‘Extracted’, and stored in the ‘Extracted’ Dynamo Database table for later use.
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AWS
_______________________________ =
: I
| AWS loT Core I
| PN |
I & | I
o | [ | | | |
. 5 éil " } —> —+— — ‘ : :
I | |
RS1XX Sensor RGIXX Gateway l | Rules Engine Destination Rule Root Topic I | ______ s |
| I Refer to ‘Set up a Destination | | I Refer to | I
| I for device traffic” for details l I I ‘Granting I I
I Sl | I Lambda code |
| | access to the loT I
| | | | Core’ for details | |
| | I ] | I
| | | | |
| | I ] | |
| | Decoder Rule | | | |
I I | | | I
I |  _ _ _ _ _ J I
| | | I
| | I I
I I > I v |
l I > | > |
| : Decoded Topic Extractor Rule | Extracted Database |
I I
: | | |
| | | I
I .
I I Extracted Topic | |
I
L ____ B, |
I
e e )
Figure 39: Ezurio Packet Format application architecture
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9.1.1 Creating the Decoder Lambda function

First, create the Decoder Lambda function. As shown in Figure 40, click Lambda from the AWS landing page main menu.

o )
=22 Services | Q

All services

Services by category

[E] compute E] Quantum Technologies
EC2 Amazon Braket
Lightsail
Management & Governance
Batch

AWS Organizations
Elastic Beanstalk

Cloudwatch
Serverless Application Repository AWS Auto Scaling
AWS Qutposts CloudFormation
EC2 Image Builder Config

AWS App Runner
AWS SimSpace Weaver

OpsWorks
Service Catalog

Figure 40: Creating a new Lambaa function

This opens the main Lambda page as shown in Figure 41. Click Create function.

Lambda Functions
Functons 3
Q 1 @
R . . Code Last
Function name Description Runtime . -
size modified

Figure 41: Main Lambda page

This opens the page shown in Figure 42. Author from scratch should be selected. Set Function nameto *Decoder’ and Runtimeto “NodeJS 16.x".
Click Create function.
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Lambda » Functions » Create function

Create function

AWS Serverless Application Repository applications have moved to Create application.

© Author from scratch O Use a blueprint
Start with a simple Hello World example. Build a Lambda application from sample code and configuration
presets for commen use cases.

O Container image
Select a container image to deploy for your function.

Basic information

Function name
Enter a name that describes the purpose of your function

‘ myFunctionName

Use only (etters, nUMDbers, Nyphens, or UNQerscores with No spaces.

Runtime  Info
Choose the language to use to write your function. Note that the console code editor supports only Nede.js, Python, and Ruby.

‘ Node.js 16.x

Architecture Info
Choose the instruction set architecture you want for your function code.

O x86_64
O armé64

Figure 42: Setting Lambda function information

The Lambda function designer is as shown in Figure 43. Note the ARN of the Lambda for later use. It is passed to the query used in the Decoder
Rule.

@ Successfully created the function Decoder. You can now change its code and configuration. To invoke your function with a test event, choose "Test".

Lambda » Functions » Decoder

Decoder

¥ Function overview info

Decoder

g Layers (0)

Throttle H Copy ARN H Actions ¥

Description

Last modified

34 seconds ago

Function ARN
arn:aws:lambda:us-west-2:602914245248:function:Decoder

Function URL Info

Figure 43: Lambaa function designer
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Scroll down to the Lambda function code, as shown in Figure 44. The example file, index.js, should be deleted. Add the Decoder files either by
creating files “library_laird.js”, “index.js” and “messages__laird.js” and copying/pasting the content, or by creating a zip file containing the files and
uploading to AWS. Note you must manually create the .zip and it must contain the three files needed in the root directory of the archive.
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Throttle Qualifiers v

Decode

Function code inio

Fie Edit Find View Go Tools Window Test * Depioy

Decode - (=

1 Exports.handler - &

index js

Erwironment

Actions ¥ v Test

Actions ¥

.:a

Figure 44: Lambda function body

Figure 45 shows the method where a zip file is uploaded with the example code incorporated in a zip file.

Throttle Qualifiers ¥ Actions ¥

Decode
Function code 1ure

Fle Edd Fid View Go Toos Window Test * Daploy

v Test

Actions &

Upload a .zip file

Upload a file from Amazen §3

Figure 45: Uploading Lambada function content

Once the Lambda code is available, the function content appears as shown in Figure 46.

Note: If the Lambda files are added via a zip file, they are automatically deployed. If manually added or edited, Deploy must be clicked to update
their content. Refer to Figure 46.
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Code source info
File Edit Find View Go Tools Window | Test |~ Changes not deployed
Q B messages_laird ) * library lairdjs = * index. js X
= . D A KR AR KRR A KRR
g i Peoodes o 2 * Laird Payload Decoder
< index.js 3 =
= o 4 Greg Leach @ Laird Connectivity
Z lbrary_laird.js 5 *
i messages_laird.js 6 * SPDX-License-Identifier: Apache-2.0
7 ®
8 wxx /
9 const AWS = require(’aws-sdk’);
18 const decode = require('./library laird');
11 const messages = require('./messages_laird');
12
13 e cxEEE xx
14 * LoRaWan for AWS event handler
15 i
16 % m event: Event details.
17 : m context: Application context details.
18 xx AR AR xx %/
19 exports.handler = async function(event, context) {
29
21 var PayloadData = event.PayloadData;
22 var data = Buffer.from(PayloadData, 'base6d');
23 var values = Object.values(decode(data));
24
25 data = {};
26

Figure 46: Completed Lambda function code

9.1.2 Creating the Decoder Rule and Decoded topic

You can now invoke the Lambda code from a Rule. The output of the Lambda is published to an MQTT topic, ‘Decoded’, for later inspection.

From the AWS main menu, click loT Core as shown in Figure 47.

aws

anm X
=s= Services

&3 & @

N. Virginia *

odeBuild
CodeDeploy
CodePipeline
Cloud9
CloudShell
X-Ray
AWS FIS
CodeArtifact
Amazon CodeCatalyst
AWS AppConfig
Amazon CodeWhisperer
Application Composer

Customer Enablement

AWS 1Q

Managed Services
Activate for Startups
Support

Robotics

AWS RoboMaker

E Blockchain

Amazon HealthLake

Amazon Lockout for Vision
Amazon Lookout for Equipment
Amazon Lookout for Metrics
Amazon Lex

Amazon Comprehend Medical
Amazon Omics

Amazon Bedrock

Analytics

Athena

Amazon Redshift
CloudSearch
Amazon OpenSearch Service
Kinesis

QuickSight

Data Pipeline

AWS Data Exchange
AWS Lake Formation
MSK

AWS Glue DataBrew
Amazon FinSpace

AT

Figure 47: Opening AWS loT Core
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WorkSpaces
AppStream 2.0
WorkSpaces Web

Internet of Things

FreeRTOS

loT 1-Click

loT Analytics

10T Device Defender
10T Device Management
10T Greengrass

10T SiteWise

loT Events

AWS loT FleetWise
loT RoboRunner

loT TwinMaker

@ Game Development

Amazon GamelLift
Amazon GameSparks
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From the side menu, click Message Routing, then click Rules, as shown in Figure 48. This opens the AWS |oT Core Rules Engine.

aws

anm . e T
=ss Services | Q Search

Device Location New

AWS loT
Securely connect, te:

Manage
> All devices
» Greengrass devices

» LPWAN devices

manage your [oT de

» Remote actions AWS loT can support billions of devices and trillions of messages

Software packages New

. messages to AWS endpoints and to other devices reliably and se
¥ Message routing

Rules

Destinations
Retained messages HOW it WOFkS

» Security

» Fleet Hub

The AWS loT console supports these common activities. Bcl

Figure 48: Opening loT Core Rules Engine

Click Create as shown in Figure 49 to create anew Rule.

AWS loT > Message routing » Rules

Rules (4) info

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices.

Create rule

‘ Q. Find rules 1 (o]

Figure 49: Creating a new Rule
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Enter “Decoder” for the rule name as shown in Figure 50, then click Next.

AWS IoT > Message routing » Rules > Create rule

Step 1

Specify rule properties i«

A rule resource contains a list of actions based on the MQTT topic stream.

Specify rule properties

Step 2

Configure SQL statement Rule properties

Step 3
Attach rule actions Rule name

| Decoded |
sepd e e B e

Review and create
Rule description - optional
Enter a description to provide additional details about the rule to others.

| A description of your new rule ‘

¥ Tags - optional

No tags are associated with the resource.

You can add 1 more tag.

Cancel Next

Figure 50: Creating the Decoder Rule

The Configure SQL statement step appears as shown in Figure 51.

AWS loT » Message routing » Rules » Create rule

Step 1

Configure SQL statement

Add a simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere.

Specify rule properties

Step 2
Configure SQL statement SQL statement

Step 3
SQL version
The version of the SQL rules engine to use when evaluating the rule.

Attach rule actions

‘ 2016-03-23 v
Step 4

Review and create
SQL statement

Enter a SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELECT
temperatiue EBOM iat/tonict WHERE temperative = 60 To learn marce spe AWS 10T SOl Beferance

W scLecT <attribute> FROM <Topic Filter> WHERE <Condition>

Figure 51: Configuring Rule SQL statement
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Replace “Decoder ARN” with the Lambda ARN noted earlier, within the double quotes. Refer to Section 6.4.3 for details of the Root MQTT Topic, this

is enclosed within apostrophes.

Refer to Figure 52 for the expected formatting and appearance.

SQL statement

SQL version
The version of the SQL rules engine to use when evaluating the rule.

‘ 2016-03-23 v

SQL statement

Enter a SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition=>. For example: SELECT
temperature FROM 'iot/topic' WHERE temperature > 50. To learn more, see AWS loT SQL Reference.

i SELECT aws_lambda("arn:aws:lambda:us-east-1:602914245248:function
:Decoder”, *) as output FROM 'r‘slxx_u5915|'

Figure 52: Rule query statement

Click Next to proceed to the Attach rule actions step, as shown in Figure 53. During this step, an Action is added to publish output of the Lambda

toan MQTT topic. Action 1 should be clicked to select the publish action.

AWS loT > Message routing » Rules > Create rule

Step 1

Attach rule actions i

An action routes data to a specific AWS service.

SQL statement

Specify rule properties

Step 2
Configure SQL statement

Step 3

Attach rule actions SELECT aws_lambda("arn:aws:lambda:us-east-1:602914245248: function:Decoder™, *) as output FROM 'rsixx us915’
Step 4

Review and create Rule actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that
occur when messages arrive, like storing them in a database, invoking cloud functions, or sending netifications. You can add up to 10
actions.

Action 1

v | Choose an action v

Add rule action

Figure 53: Adding the publish Action
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Select Republish a message to an AWS loT topic as shown in Figure 54. The MQTT topic where output of the Lambda should be republished
should also be set here in the Topic field.

AWS 0T > Message routing » Rules > Create rule

Step 1

Attach rule actions e

An action routes data to a specific AWS service.

Specify rule properties

Step 2

P — SQL statement
Step3

Attach rule actions SELECT aus_lambda("arn:aws:lambda:us-east-1:682914245248: function:Decoder”, *) as output FROM 'rsixx_us915'

Step4

Review and create Rule actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them ina
database, invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1

Republish to AWS loT topic
Republish a message to an AWS laT topic

Topic Info

| Decoded| |

Quality of service
When subscribing to a topic, quality of service 0 is chosen by default.
© 0- The message is delivered at most once

) 1-The message is delivered at least once

MQTT 5 properties  Info
Add MQTT 5 properties by choosing a property type and adding a value.

Add property

You can add 5 mare properties

Figure 54: Selecting the Republish Action

Scroll down and click Create new role as shown in Figure 55.

1AM role
Choose a role to grant AWS |oT access to your endpoint.

Choose an 1AM role v

o]

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your I1AM role select&d-

Figure 55: Configuring the Decoder IAM role

Set the name of the Role as Decoder_Role and click Create as shown in Figure 56.

Create role X

Role name

| Decod er_RulE|

ETer A UG UE TOIE NaTTIE Tt CONTaNS SIpaNUMIEre characters, nyphnens, ang unaerscores. R rore
name can't contain any spaces.

Cancel Create

Figure 56: Aading Decoder role details
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A second Action must now be added to the Rule. As shown in Figure 57, click Add rule action.

You can add 5 more properties.

User properties Info
Add user properties in the MQTT header.

‘ Add user property

I1AM role
Choose a role to grant AWS loT access to your endpoint.

c

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your 1AM role selected.

‘ Decoder_Role v

View [4 ‘ ‘ Create new role

‘ Add rule action

Figure 57: Adding the Lambda routing Action

In the Action dropdown, Lambda should be selected. The name of the Decoder Lambda should be selected, then Add rule action clicked, as shown
in Figure 58.

Action 2
Send a message to a Lambda function
Lambda function Info
‘ Decoder v ‘ ‘ C ‘ ‘ View [4
‘ Create a Lambda function [£
Lambda function version
\ $LATEST v \ ‘ c ‘
‘ Add rule action
Figure 58: Setting Lambda rule action details
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Click Next as shown in Figure 59 to proceed to the Review and create step.

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your I1AM role selected.

Add rule action

Error action - optional

You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the
same rule fail, the error action receives one message that contains both errors.

Add error action

Figure 59: Finalising Attach rule actions

Click Create as shown in Figure 60 to complete adding the Decoder Rule.

Error action

No error action

Figure 60: Creating the Decoder Rule

9.1.3 Granting Lambda code access to the loT Core

In the Rules menu, click the checkbox to the left of the Decoder rule and click Activate.

Note: In the previous step, adding the Action ‘Send a message to a Lambda Function’ updated the Policy for the Decoder Lambda to allow
publishing of data to the IoT Core. Now the Policy has been updated, the Action can be removed from the Decoder Rule. This will not
affect the updated Policy document.

9.1.4 Creating the Extractor Rule and Extracted Database

You must create a further Rule called “Extractor” as described in section 9.1.2. Set the query for this Rule as follows:

SELECT output.timestamp, output.devEUI, output.temperature FROM 'Decoded’

This Rule extracts the timestamp, Dev EUl and temperature from messages published to the Decoded topic.

Under the Rule actions, create a Republish to AWS loT topic action, to the “Extracted” topic. This allows input to the database to be observed.

Add another action to the Rule to publish incoming data to the database. Select DynamoDB, then click Create Dynamo DB table as shown in
Figure 61.
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v

Action 2

DynamoDB
Insert a message into a DynamoDB table

Remove

Table name Info

Choose DynamoDB table v ‘ ‘ C ‘

Create DynamoDB table [4

Partition key

The partition key (also called hash key) must match the partition key of the DynamoDB table that you created.

‘ MyPartitionKey

Partition key type
The partition key (also called hash key) type can be STRING or NUMBER. The default value is STRING.

‘ STRING

Partition key value
The partition key (also called hash key) value supports substitution templates that provide data at runtime.

‘ MyPartitionKeyValue

Sort key - optional
The sort key (also called range key) must match the sort key of the DynamoDB table that you created.

‘ MySortKey

Figure 61: Adding the insert message into a DynamoDB table action
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As shown in Figure 62, Table name should be set to Extracted and the Partition Key set to Timestamp.

DynamoDB » Tables > Create table

Create table

Table details info

DynamoDB is a schemaless database that requires only a table name and a primary key when you create the table.

Table name
This will be used to identify your table.

Extracted

Do rd o

o e T4 P PN S

Partition key

hosts for scalability and availability.

Timestamp{ String

The partition key is part of the table's primary key. It is a hash value that is used to retrieve items from your table and allocate data across

TT0 200 Caraciers ang case senemve.
Sort key - optional

same partition key.

v

Enter the sort key name ‘ ‘ String

1 to 255 characters and case sensitive.

You can use a sort key as the second part of a table's primary key. The sort key allows you to sort or search among all items sharing the

Figure 62: Creating the DynamoDB Extracted table

Create Table at the foot of the page can then be clicked, resulting in the dialog shown in Figure 63.

DynamoDB » Tables

Tables (1) info Create table

Q, Find tables by table name | | Any tag key v ‘ Any tag value 1 [O]
O Name a Status Partition key Sort key Indexes Deletion protection Read capacity mode Write capacity mode
O Extracted © Active Timestamp (S) - 0 @Oﬁ Provisioned with auto scaling (5) Provisioned with autt

@ The Extracted table was created successfully. X

>

Figure 63: DynamoDB table summary

Returning to the Extractor Rule, the Table name, Partition key and Partition key value can now be entered as shown in Figure 64.
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Table name Info

‘Extracted v H C H | ‘ ‘ Create DynamoDB table [ |

Partition key
The partition key (also called hash key) must match the partition key of the DynamoDB table that you created.

‘ Timestamp

Partition key type
The partition key (also called hash key) type can be STRING or NUMBER. The default value is STRING.

‘ STRING

Partition key value
The partition key (also called hash key) value supports substitution templates that provide data at runtime.

‘ ${output.timestamp}

Figure 64: Setting DynamoDB table details

A Role must also be created, at the foot of the page, Create new role should be clicked, and ExtractedDB_Role entered as the Role name. Create

can then be clicked, as shown in Figure 65.

Create role

Role name

ExtractedDB_Role|

Enter a unigue role name that contains alphanumeric characters, hyphens, and underscores. A role
name can't contain any spaces.

Cancel Create

Figure 65: Creating the ExtractedDB role

At the foot of the page, Add rule action can now be clicked to finalise adding the Rule action, followed by Update to update the Rule.
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9.1.5 Enabling the Decoder and Extractor Rules

Before you may invoke a Rule, it must be enabled within the Rules Engine. From the Rules main page, locate the Decoder and Extractor Rules as
shown in Figure 66.

AWS loT Rules

Rules m

Search rules
Name Status
Decoder Enabled
Extractor Enabled

Figure 66: Enabling the Decoder and Extractor Rules
Click the checkbox to the left of each Rule and click Activate.

9.1.6 Testing the application

From the AWS |oT page, under Test in the left menu, click MQTT test client as shown in Figure 67.

AWS loT X AWS lo
Monitor Rul
Rules

Connect
Connect one device Q

» Connect many devices

Test

MQTT test client

Device Location New

O 0O 0O O O

Figure 67: Opening the loT Core MQTT Client

Click Subscribe to a topic, then set Subscription Topicto “Decoded” and click Subscribe to topic as shown in Figure 68.
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AWS loT » MQTT test client
MQTT test client Info

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate
their state to AWS loT. AWS loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT
messages to topics by using the MQTT test client.

» Connection details @ Connected

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

I Subscribe to a topic I Publish to a topic

Topic filter  Info

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

| Decoded

» Additional configuration

Subscribe

Figure 68: Subscribing to the Decoded topic

Repeat the process for the “Extracted” topic.

Available subscriptions are displayed at the foot of the MQTT Client page as shown in Figure 69.

Subscribe
Subscriptions |Extracted
[ Decoded QD X
¥ Extracted
Extracted QD X

{
"timestamp": 1698552793881,
"devEUI": "deadbeedfeedfabf"”,
"temperature”: 23.31

b

P Properties

¥ Extracted

Figure 69: Available topic subscriptions
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The DynamoDB service page allows you to inspect the content of the “Extracted” database. From the AWS Management Console, click DynamoDB

as shown in Figure 70.

Activate for Startups

Storage

Amazon QLDB
Amazon DocumentDB

Amazon Braket

Management &

Amazon Keyspaces
=P Governance

estream

AWS Organizations
CloudWatch

AWS Auto Scaling
CloudFormation
Config
=P

DynamoDB
.

Amazon MemoryDB for

Redis

Migration & Transfer

Support
S3 = .
lm)] Robotics
EFS .
FSx AWS RoboMaker
53 Glacier .
Storage Gateway h Blockchain
AWS Backup Amazon Managed
AWS Elastic Disaster Blockchain
Recovery
Satellite
E Database
Ground Station
RDS
ElastiCache Quantum
Neptune Technologies

Amazon Monitron
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Amazon Lex
Amazon Comprehend
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AWS HealthOmics
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Analytics
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CloudSearch
Amazon OpenSearch
Kinesis

QuickSight

Data Pipeline
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AWS Lake Formation
MSK

AWS Glue DataBrew

Figure 70: Opening the DynamoDB service from the AWS Management Console

Click Tables in the submenu on the left, then select Extractedas shown in Figure 71.

o .
]
=== Services

DynamoDB

Dashboard

Update settings

DynamoDB > Tables

Tables (1) info

Explore items

® Share your feedback on Amazon DynamoDB
Your feedback is an important part of helping us provide a better customer experience. Take this short survey to let us knov

Find tables by tabl
PartiQL editor ‘Q ind tables by table name

‘ ‘ Any tag key

Backups
P [} Name &

Status
Exports to 53

Imports from 53
Reserved capacity

Settings

¥ DAX

Clusters

Partition key Sort key Indexes Deletion protection

Timestamp (S) - 0

Figure 71: Opening the Extracted’ aatabase table
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From the AWS MQTT Client, inspect the “Extracted” topic messages to review the data being transferred to the database as shown in Figure 72.

¥ Extracted July 28, 2023, 15:37:59 (UTC+0100)

"timestamp": 1690555879230, I
devEUI": "deadbeedfeedtabt",

"temperature”: 23.56

v

Properties

¥ Extracted July 28, 2023, 15:37:29 (UTC+0100)

p—

"timestamp": 1698555849262,'
"devEUI": "deadbeedfeedfabf",

"temperature”: 23.56

Figure 72: Extracted topic messages

From the DynamoDB page, click ltems to view the Extracted table, then Explore table items to view the table contents as shown in Figure 73.

DynamoDB > Tables > Extracted

Tables (1) % | Extracted B G s

Any tag key v ‘

Overview Indexes Maonitor Global tables Backups Exports and streams Additional settings

‘ Q. Find tables by table name ‘

@ Protect your DynamoDB table from accidental writes and deletes Edit PITR X

When you turn on peint-in-time recovery (PITR), DynamoDB backs up your table data automatically so that you can restore to any given second in
the preceding 35 days. Additional charges apply. Learn more [[

1 @

‘ [«] Extracted ‘

. g

Figure 73: Viewing Extracted topic messages being added to the Extracted table

There should be parity between the content of the AWS MQTT Client and the table, as shown in Figure 74.

(] Timestamp (String) ¥ | payload

(] 1690555079230 { "temperature” : { "N" : "23.56" }, "devEUI" : { "S" : "deadbeedfeedfabf" }, "timestamp"” : { "N" : "1690555079230" } }

(] 1690555045262 { "temperature” : { "N" : "23.56" }, "devEUI" : { "S" : "deadbeedfeedfabf" }, "timestamp"” : { "N" : "1690555049262" } }

Figure 74: Extracted table contents
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9.2 Cayenne Protocol Format example

Before implementing this example, set the sensor Packet Format to Cayenne. Further details of the Cayenne Low Power Protocol are available in
the Cayenne Low Power Protocol description at reference [V]. Lambda code in NodeJS v16.x format for decoding the data packets is available from
our GitHub page at reference [W].

Figure 75 shows the application architecture. Messages from the sensor are passed to the Decoder Rule, which invokes the Decoder Lambda
function. This extracts the message payload data and decodes it into meaningful values. These are then published to the Decoded Topic. The
published messages can be inspected by subscribing to the topic using AWS MQTT Client.

Note this application uses the Cayenne Packet Format for the purposes of demonstration only and is only bound to the Cayenne data format via
the Lambda code. Substituting the Laird Decoder code will result in the same functionality for sensors with a Packet Format configuration of ‘Laird
1 orLaird 2.

A second rule, Warning Rule, subscribes to the Decoded Topic, and publishes messages to a second topic, Warning Topic, when any temperature
values are found to be less than ten degrees. When published, an email is set via an SNS connection to warn of the temperature falling below this
value.

AWS
|
I AWS loT Core I
I </ ) I
: : T Ta - :
1 ]
. » I I I » —+— > : | |
RS1XX Sensor RG1XX Gateway | I Rules Engine Destination Rule Roat Topic | I ______ - I
I | | Refer to ‘Set up a Destination l I | | I
I I for device traffic’ for details | Refer Io I
I | ‘Granting |
| !l T === | | Lambda code | |
I I access to the loT I
| I I Core’ for details | |
I I |
I | 11 | I
I I I I
| I Decoder Rule | I Decoder Lambda : |
I || | '
I I I _ _ _ _ _ P l
I | I I
o ——ip—@
: I : Warning SNS Warning Email :
| b
I I > I |
I | Decoded Topic ‘Warning Rule I I
| $ | '
I I | I
| I Warning Topic | |
| R i o o e e e J |
I I
" — — — — — — — — — — — — — — — — — — —— — — — — — — — — — — — — —

Figure 75: Cayenne Packet Format application architecture

9.2.1 Creating the Decoder Lambda function

Follow the steps in section 9.1.1using the library_cayenne.js, index.js and sensor_types_cayenne.js files in place of library_laird.js, index.js and
messages__laird.js from the Laird Decoder folder.
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9.2.2 Creating the Decoder Rule and Decoded topic

Repeat the steps in section 9.1.2and 9.1.3.

9.23 Creating the Warning Notification

The Simple Notification Service (SNS) sends notifications when triggered, in this case emails to a subscribed address when the sensor
temperature falls below a certain value.

To create a Simple Notification, from the AWS main page, click Simple Notification Service as shown in Figure 76.

Amazon Polly Fron?—end Web &
Amazon Rekognition Mobile

Amazon Textract AWS Amplify
Amazon Transcribe AWS AppSync
Amazon Translate Device Farm

AWS DeepComposer
AWS Deeplens

Amazon Location Service

AWS DeepRacer @ Applicat.ion

AWS Panorama Integration

Amazon Monitron Step Functions

AWS HealthLake Amazon AppFlow

Amazon Lookout for Vision Amazon EventBridge
Amazon Lookout for >o0 MO

Equipment I-‘gfnﬂple Motification Service
Amazon Lookout for Metrics Simple Queue Service
Amazon Lex SWE

Amazon Comprehend Managed Apache Airflow
Medical

AWS HealthOmics Business Applications

Amazon Bedrock
AWS Health Imaging

Amazon Connect

Amazon Pinpoint

Analyticg Amazon Honeycode
e ——

Figure 76: Opening the SNS page

This opens the Simple Notification Service page as shown in Figure 77. In the left submenu click Topics.

Amazon SNS X Amazon SNS > Topics

Dashboard TDpil:S (1)

Toni
Q, Search

Subscriptions

N a| T
¥ Mobile ame L

Push notifications Q aws-controltower-SecurityMNotifications Standard
Text messaging (SMS)

Origination numbers

Figure 77: SNS main page
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Click Create topic as shown in Figure 78. This facilitates sending emails when appropriate messages are published.

Amazon SNS > Topics

Topics (1)
Q Search
Name A Type v ARN v
O XXXXEEXXHEKXKXXKXXXXKE XK XXX XKRXXX KK XXX HERXKXKKXX Standard XXXXEXXXHEXXKXKKXXXKE XXX KR XXX KK XXX KR XXX KK XHXKKKKXX

Figure 78: SNS Topic list

In the Create topic window, set 7ypeto standard and Nameto “Warning”. Click Create topic.

Amazon SNS » Topics > Create topic

Create topic

Details

Type Info

Topic type cannot be modified after topic is created

) FIFO (first-in, first-out) O standard

= Strictly-preserved message ordering « Best-effort message ordering
« Exactly-once message delivery + At-least once message delivery
« High throughput, up to 300 publishes/second « Highest throughput in publishes/second
« Subscription protocols: SQS + Subscription protocols: 5Q5, Lambda, HTTP, SMS5,

email, mobile application endpoints

Name

‘ Warning

o e e S S

Display name - optional  Info
To use this topic with SMS subscriptions, enter a display name. Only the first 10 characters are displayed in an SMS message

‘ My Topic ‘

Maximum 100 characters.

Figure 79: Creating an SNS topic
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If successful, the new topic page displays as shown in Figure 80. Note the ARN of the topic for later use.

© Topic Warning created successfully.
You can create subscriptions and send messages to them from this topic.

Publish message X

Amazon SNS » Topics » Warning
Warning

Details

Narme Display name
‘Warning

ARN Topic owner
amiawsisns:us-east-1:602914245248 Warning 602914245248

Type
Standard

‘ Edit H Delete H Publish message

Figure 80: Successful creation of the Warning topic

Scroll down to the details of the Subscriptions to the topic as shown in Figure 81. Click Create subscription to add details of the warning email

recipient.

Subscriptions Access policy Data protection policy Delivery policy (HTTP/S) Delivery status logging Encryption Tags

Subscriptions (0)

Integrations

Create subscription

Q, Search 1 (o]
D A Endpoint v Status Protocol v
No subscriptions found
You don't have any subscriptions to this topic
Figure 81: Warning topic subscriptions
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Enter details as shown in Figure 82. Set ARNto the ARN of the Warning topic noted previously. Set Protoco/to “Email” and Enagpointto the intended
recipient email address. Click Create subscription to create the subscription.

Amazon SNS »» Subscriptions > Create subscription

Create subscription

Details

Topic ARN

‘ Q, am:aws:sns:us-east-1:602914245248:Waming X ‘

Protocol
The type of endpoint to subscribe

‘ Email v ‘

Endpoint
An email address that can receive notifications from Amazon SNS.

XXXXXXXXXXXXX@X.XKK |

@ After your subscription is created, you must confirm it. Info

Figure 82: Warning topic subscription details

Before the service can send notifications, the recipient email subscription must be confirmed. To confirm the subscription, click the verification link
in the verification email, which is sent to the email address when the subscription is created. The status is displayed as pending, as shown in Figure
83, until the subscription is verified.

Amazon SNS > Topics » Waming » Subscription: a2125e85-9c¢6f-4c72-9704-024490fb1a11

Subscription: a2125e85-9¢c6f-4¢72-9704-024490fb1a11

Details

ARN Status
arn:aws:sns:us-east-1:602914245248:Warning:a2125e85-9c6f-4c72-9704-024490fb1a11 @ Pending confirmation
Endpoint Protocol
AXXXXKKXXKKAAXAXAXE@ K. XXX EMAIL

Topic

Warning

Figure 83: Pending confirmation of the Warning topic subscription
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The verification email is as shown in Figure 84.

AWS Notification - Subscription Confirmation

o | & aes
@ AWS Notifications <no-reply@sns.amazonaws.com> )| 9|7

EXTERNAL EMAIL: Be careful with attachments and links.

You have chosen to subscribe to the topic:
arn:aws:sns:us-west-2:602914245248:Warning

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):
Confirm subscription

Figure 84: SNS subscription confirmation email

Having confirmed the subscription, the details appear as shown in Figure 85.

Amazon SNS » Topics » Waming » Subscription: a2125e85-9c6f-4c72-9704-024490fb1a11

Subscription: a2125e85-9¢6f-4c72-9704-024490fb1a11

Details

ARN Status
arn:aws:snsius-east-1:602914245248:Warning:a2125e85-9c6f-4c72-9704-024490fb1a11 @ Confirmed

Endpoint Protocol

greg.leach@lairdconnect.com EMAIL

Topic
Warning

Subscription Principal
:602914245248:role/: ved/sso. om/us-east-2
/AWSReservedSSO_CorporateAdmin_bc6d48e35a888ffb

Figure 85: Confirmation of the Warning topic subscription

9.2.4 Creating the Warning Rule and topic and SNS Action

At the loT Core page, from Message routing, create a Rule called Warning. This will only publish messages when the sensor temperature falls
below 40°C. Create the rule as described in section 9.1.4. The query is as follows:

SELECT * FROM 'Decoded' WHERE output.temperature < 40
This query ensures messages are only published when the temperature falls below 40°C.

Add an action to the republish the data to the "Warning’ topic. This allows data being sent to the email recipient to be observed.
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Add a Rule action Send a message as an SNS push notification as shown in Figure 86.

Action 2
v Simple Notification Service (SNS) v Remove
Send a message as an SNS push notification
SNS topic Info
arn:aws:sns:us-east-1:602914245248:Warning v ‘ ‘ C ‘ ‘ View [ | ‘ Create SNS topic [4 ‘
Message format
RAW v ‘
1AM role
Choose a role to grant AWS loT access to your endpoint.
‘ Warning_Role v ‘ C ‘ View [ | ‘ Create new role
et il o maticallocisalieapolicouiih 2 praficafetusaidt-rule” under your IAM role selected.
‘ Add rule action
Figure 86: Adding the SNS push notification
Click Add rule action to finalize adding the Rule action. Then enable the Rule.
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Use the AWS MQTT Client to subscribe to the “Decoded” and “Warning” topics. Messages are only published to the *Warning” topic in event of the
temperature falling below 40°C. For each message published to the ‘Warning’ topic as it’s shown in Figure 87, an email should be received as shown

in Figure 88.

Subscriptions Warning ‘ Pause H Clear H Export H Edit ‘

() Decoded QP X

¥ Warning July 29, 2023, 14:48:31 (UTC+0100)
Warning Q X

{

"output": {

| "timestamp”: 1690638511036, |
"deviceId": "d3ade7al-06dd-4ech-864b-2ff2406ad6f7",
"devEUI": "deadbeedfeedfabf",
"datetime"”: "2823-87-29T13:48:307",
"temperature™: 22.81,
"humidity”: e

» Properties

Figure 87: Message received by ‘Warning’ topic

AWS Notification Message

e €3 Reply | % Reply &l | — Forward i |
AWS Notifications <no-reply@sns.amazonaws.com> ® ) Ry J ey A o &
To @ Greg Leach 29/

EXTERNAL EMAIL: Be careful with attachments and links.

{"output™:{"timestampf 1690638511036, ideviceld":"d3ade7al-06dd-decb-864b-2ff2406ad6f7","devEUI":"deadbeedfeedfabf", "datetime":"2023-07-

29T13:48:30Z","temperature™:22.81," numidity":0}}

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:
https://sns.us-east-1.amazonaws.com/unsubscribe. html?SubscriptionArn=arn:aws:sns:us-east-1:602914245248:Warning:a212 5e85-9c6f-4c72-9704-
024490fb1a11&Endpoint=greg.leach@|airdconnect.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at https://aws.amazon.com/support

Figure 88: Email message received due to publish to ‘Warning’ topic

10 Gateway OTA Updates

The RG1xx gateways support over-the-air firmware updates. The following steps describe how to update the gateway firmware.
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10.1 Starting the firmware update

From the web interface Dashboard, click Settings as shown in Figure 89.

Dashboard ([ENEVEEERVES LoRa I Settings I

System LoRa

CONNECTIVITY

Model Number RG1xx Disconnected

Firmware Version Laird Linux gatwick-laird-93.8.5.21 Region Code EU

Gateway Mode  sbs

Gateway EUl COEE40FFFF206044

Connected

IP Address

MAC Address

SSID

100.90.32 220
CO:EE40:0D:C9E7

BTWi-fi

Connected

IP Address

IPv4 Enabled

MAC Address

192.168.1.99
true

COEE 40:29:69:44

Signal Strength -27

¥ A Auto Update Logs

Figure 89: Opening the gateway Settings page

From the Settings page, click Update Firmware as shown in Figure 90.

E——— L
Remote Management Service I
Gateway Config I =
Figure 90: Opening the Update Firmware page
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The Update Firmware page is shown in Figure 91.

User

Web Session

Version Information
Save/Restore Seftings
Remote Logging

Remote Management Service

Gateway Config

¥ A AutoUpdate Logs

Firmware Update URL

Figure 91: Update Firmware page

Enter the URL for the firmware version required.

Note: Depending upon the firmware currently in use, updates may first be required to a previous release.

After entering the firmware URL, click Start Update to begin the firmware update.
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10.2 Firmware URLs

The following are correct as of December 2020. Refer to the appropriate gateway User Guide [A], [B] such that a newer firmware version may be
available.

Note: The following list the upgrade URLs based on what firmware is currently running on the gateway. This is an important step, as some
firmware versions require updating to an intermediate firmware before updating to the final firmware. Carefully follow the steps
based on the firmware that is currently running on your gateway.

10.2.1  Firmware Version 93.7.1.13 (GA1)
If the gateway is running version 93.7.1.13, the user should use the following link to upgrade to the next version.
https://www.lairdtech.com/products/rgixx-lora-gateway/firmware/GA1.1/fw.txt

After updating with this link, the gateway will be running version 93.7.1.14. The instructions for that version should then be followed to update to the
latest version of firmware.

10.2.2  Firmware Version 93.7.1.14
If the gateway is running version 93.7.1.14, the user should use the following link to upgrade to the next version.
https://www.lairdtech.com/products/rgixx-lora-gateway/firmware/GA2.1/fw.txt

After updating with this link, the gateway will be running version 93.7.2.10. The instructions for that version should be used to update to the latest
version of firmware.

Note that this upgrade performs a factory reset on the gateway, necessitating repeating the gateway setup.
10.2.3  Firmware Version 93.7.2.9 (GA2)

If the gateway is running version 93.7.2.9, the user should use the following link to upgrade to the next version.
https://www.lairdtech.com/products/rgixx-lora-gateway/firmware/GA2.1/fw.txt

After updating with this link, the gateway will be running version 93.7.2.10. The instructions for that version should be used to update to the latest
version of firmware.

Note that this upgrade performs a factory reset on the gateway, necessitating repeating the gateway setup.
10.2.4  Firmware Version 93.7.2.10 (GA2.1)

If the gateway is running version 93.7.2.10, the user should use the following link to upgrade to the next version.
https://www.lairdtech.com/products/rgixx-lora-gateway/firmware/newest/fw.txt

Note this requires users to manually update the URL. After updating with this link, the gateway will be running GA3 firmware (93.7.3.x) or newer. The
instructions for that version should be followed to update to the latest version of firmware.

10.2.5 Firmware Version 93.7.3.4 (GA3 and newer)

GA3 firmware (93.7.3.x) and newer versions have a feature to automatically notify the user if new firmware is available and where to download the
firmware.

10.2.6  Firmware Version 93.8.4.28 (GA4) & 93.8.4.37 (GA4.1)

The user should use the following link to upgrade to the next version.
https://www.lairdtech.com/products/rgixx-lora-gateway/firmware/GA4.1/fw.txt

10.2.7  Firmware Version 93.8.5.18 (GA5) & 93.8.5.21 (GA5.1)

This is the latest production release.

10.2.8  Firmware Version 93.8.5.25 (GA5.2)

The user should use the following link to upgrade to the next version. This is the minimum required release.
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https://connectivity-firmware.s3.amazonaws.com/rgixx-lora-gateway/firmware/93.8.5.25/fw.txt

10.3 Firmware update process

Click Start Update. Details of the update process appear on the Update Firmware page as shown in Figure 92.

e 15 pElng, please vl

tatat” tron devops.lairdtech,com to Stepd bt
Firwsare-epdate -list *

- updste nia
upsate ndu

upditing kermel <

Figure 92: Firmware update progress display

Upon completion of the update, the page prompts you to reboot the gateway as shown in Figure 93.Click Reboot. Upon restart, if there are more
steps in the firmware upgrade for your software version, repeat the process until you've updated to the desired firmware.

¢ update percling

- tound tramster-list
L [pid 1151): gluebl resized: got updete metificatlon =

Rz oot for firmwarne updats fo tae @it

Figure 93: Reboot prompt following firmware update
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11 Sensor OTA Updates

Sensor firmware is updated using the Sentrius sensor mobile app. From the mobile app main page, tap Device FW Update as shown in Figure 94.

Device FW Update

Device FW Update

Figure 94: Device FW Update icon

The app displays a list of available firmware versions as shown in Figure 95. Ezurio recommends you upgrade to the latest version available. Tap a
firmware version number to begin the update. This process typically takes less than one minute.

O W & 60%

Current Firmware
4.7

Perform an over-the-air firmware update?
Mo Firmware Selected
Select a firmware image:

R5191 US 915v6.0 20-3-26

New Region Test Versions

Figure 95: Device FW Update available images
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12 Debugging

The following describe debugging methods available for integrating the gateway.

The firstis an activity log. From the gateway web interface, click the up arrow in the lower right-hand corner as shown in Figure 96 to partially reveal
the log window. Clicking again will further reveal the window.

Model Number RG1ix Disconnected )
Firmware Version  Laird Linux gatwick-laird-03.8 5 21 Region Gode EU

Gateway Mode  sbs

Gateway EUl  COEE4OFFFF206044
Connected Connected
1P Address 10090 32 220 1P Address 192 166 100
MAC Address CO EE 4000 C9 E7 IPvé Enabled fru
$SID BTWIN MAC Address CO EE 4020 69'44

signal Strength 27

b E Auto Updale Logs
I

Figure 96: Enabling the gateway log

Click Auto Update Logs to auto-refresh the log as shown in Figure 97.

T W—
System oRa
Model Number RG1xx Disconnected )
Firmware Version  Laird Linux gatwick-laird-03.8.5.21 Region Code EU

Gateway Mode  sbs

Gateway EUl COEE40FFFF206944

& ‘ | Auto Update Logs

P Level

Figure 97: Gateway log window
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The log window is continuously updated with details of activities being performed by the gateway as shown in Figure 98.

System LoRa
Model Number RG1xx Disconnected )

Firmware Version Laird Linux gatwick-laird-93.8.5.21 Region Code EU

Gateway Mode sbs

¥ A Siop Updating £
Time
connect backoff 60 (retry 8)
y usage : Digital
constraints

signed using
expires on : 2(

C_E_DHCP status: RENEWED reason: IP_ADDR
idress: aa:

Figure 98: Update of the gateway log window

13 Troubleshooting

EUl COEE40FFFF296944

ﬂ

When the gateway is successfully connected to the AWS loT Core for LoORaWAN LNS, the LoRa section of the dashboard displays as connected.

When not connected, it displays as disconnected, as shown in Figure 99.

System LoRa
Firmware Version Laird Linux gatwick-laird-93 8 5 21 Region Code
Gateway Mode

Gateway EUI

Model Number RG1ix Disconnected

EU

sbs

HOOOOOOKXXAXKXXXK

Figure 99: Gateway LoRa connection indication

If the connection fails, check the following.

e Verify that certificate details are correct
e  Verify that endpoint details point at the correct region and port in BasicsStation setup

e  Verify that gateway region matches the region managed by the AWS loT Core for LoRaWAN endpoint

e  Verify that the correct EUIl is used to generate the ARN for the gateway
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14 RS1xx Device Profile Specification

Table 3 summarises parameters required when creating Device profiles for the RS1xx range of sensors.

Device profile settings

Regional

el Frequency MAC version parameters MaxEIRP Supports Supports Supp-orts
Band i ClassB ClassC Join
version
Australia AU915 1.0.2 RP002-1.0.1 16 Disabled Disabled Enabled
(AU915)
Australia AS923-1
(AS923)
Europe EU868
Hong Kong AS923-1
New Zealand AS923-1
North America US915
Singapore AS923-1
Taiwan AS923-1

Table 3: RS1xx Device profile settings
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16 Additional Information

Please contact your local sales representative or our support team for further assistance:

Headquarters Ezurio
50 S. Main St. Suite 1100

Akron, OH 44308 USA

Website http://www.ezurio.com
Technical Support http://www.ezurio.com/resources/support
Sales Contact http://www.ezurio.com/contact

Note: Information contained in this document is subject to change.

Ezurio’s products are subject to standard Terms & Conditions.

© Copyright 2025 Ezurio All Rights Reserved. Any information furnished by Ezurio and its agents is believed to be accurate but cannot be guaranteed. All specifications are subject to change without notice. Responsibility for the
use and application of Ezurio materials or products rests with the end user since Ezurio and its agents cannot be aware of all potential uses. Ezurio makes no warranties as to non-infringement nor as to the fitness, merchantability,
or sustainability of any Ezurio materials or products for any specific or general uses. Ezurio or any of its affiliates or agents shall not be liable for incidental or consequential damages of any kind. All Ezurio products are sold pursuant
to the Ezurio Terms and Conditions of Sale in effect from time to time, a copy of which will be furnished upon request. Nothing herein provides a license under any Ezurio or any third-party intellectual property right. Ezurio and its
associated logos are trademarks owned by Ezurio and/or its affiliates.
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