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1 Overview

The RG1xx gateways can be managed remotely from Auto Configuration Server (ACS) using TR-069 protocol. One can arrange many tasks in ACS,
such as updating gateway configuration, updating firmware and downloading logs. This document will provide an example of creating Wi-Fi profile
for the RG1xx from AVSystem.

This document assumes that you already know how to access the RG1xx web interface through Wi-Fi or Ethernet. If you are not familiar with it,
please refer to the RG1xx User Guide located in the RG1xx product page.

This document also assumes that you already have your own setup for ACS server. We will use AVsystem in this document, but the same concept
can be applied to any other ACS servers that support TR-069.

Note: The remote management feature was introduced in software version v93.8.4.29 (GA4).

2 Configuring AVSystem in RG1xx Ul

1. Loginto RG1xx web Ul and make sure that RG1xx has internet connection by confirming that Wi-Fi or Ethernet is set up. If not, configure
Wi-Fi connection by scanning or plug in Ethernet cable into RJ45 connector on RG1xx.

Dashboard LAN m LoRa Settings

Scan Access Point Scan
Profiles

Scan
Advanced

Status Connected

Channel 36

Bit Rate 300 Mbps

RS5I: -54 dBm

Disable Wi-Fi

Figure 1: Wi-Fi page on RG1xx Ul

2. Under Settings » Remote Management Service, fillin URL, Username and password of yours, and then hit Update. After that, you will be
asked to Restart Now.
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Note:  Periodic Interval is how often gateway checks in ACS server checks to see if there are any tasks to be completed. We will
set Periodic Interval to 300 seconds but you can adjust this value as you like. Increasing its value means that ACS will wait
more time for next check-in in order to accomplish scheduled tasks on RG1xx.

Dashboard LAN Wi-Fi LoRa m
User
Configuration updated, remote management service must be restarted)

Web Session

Version Information UR

Update Firmware http-//lump.avsystem._cloud:-10301/acs/lairdconnect

SavelRestore Settings
Parameter Key

Remote Logging nia
Remote Management Service
Gateway Config Periodic Enable

Periodic Interval

Periodic Time

<>

0001-01-01T00:00:00Z

Figure 2: Settings > Remote Management Service
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3. Make anote of gateway EUI from LoRa tab. We will use this value when registering gateway on AVSystem.

Dashboard LAN Wi-Fi Settings

Forwarder

Gateway
Connected

Gateway EUI
Region Code

Mode

true

COEE40FFFF293904

us

sbs

Figure 3: Gateway EUl on LoRa tab

—

1]

ct Pre

1]
1]

&1

3

no preset selected

3 Registering RG1xx on AVSystem

1. We will create an excel file that contain device information and import it to AVSystem. Open a new excel file and enter Identity in cell A1

and COEE40-RG1XX«<last 6 digit of gateway EUl> and save it as device.csv.

Identity
COEE40-RG1XX293904

Figure 4: Excel file that has gateway information.

2. Goto https://ump.avsystem.cloud/auth/login?url=%2F and log in with your username and password.

Cloud ACS

- =
Forgot password?

Legin

or

Log in with IAM

Figure 5: AVSystem login page
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3. Onthetop menu, go to Device groupsand click Add.

Administration *  Device actions *  Devices inventory Historical analysis ~ Monitoring & Reporiing «

Groups management - Gzl | -

Figure 6: Device group

4. GiveitaName and click Add to create a group. Leave the rest of the fields as they are.

Add group 4 X
Full name root.mt lairdconnect test

Mame * test

Priority Inherited W Priority value: undefined

Description

Enable session monitoring

Figure 7: Add group

5. Under Device actions, Import device from CSV.

@ Adminisiration « Devices inventory

Copy parameters
Grou [SEWARIEY( Customer care device inventory e m

Delete devices

BENGENG=  Historical analysis ~ Monitoring & Reporiing «

Search. .. Include subgroups | Advanced containg

Export devices fo CSV

i Jolt_450-0013 Favorite devices \|DENT|TY cc o

Group connection requests
i@ Joit_450-00134

Group membership management

i@ Jolt_450-00134
Import devices from CSV

§§ Joit_450-00139
. Tasks M

Figure 8: Menu for “Import devices from CSV”
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6. Deselect Only Verify box. Change Select Import Modeto New and Existing Devices. Select Identity from Simple /ist. Click Add Devices
to Groupsand choose the group you created in pop-up window.

Import devices from CSV

Select import configuration

=Custom import configuration=

+ | Skip C5V header (first line)

Select import mode
gew and existing devices v
Hide configuration editor

Simple Expressions  Flain text

AVAILABLE OPERATION S OPERATION
ACS password

Add to a group H{device id}
Blacklisted

Description

Domain

Hard'.nrare VErsion a

Licensing pool

Log level

Manufacturer

Model name

cul

Product class
Dranarts

Add devices to groups #1) & Bemove devices from groups (0) Mote: Devices will be added to at least one top level group

Ovwerride domains

Upload Uploaded file: device.csv

Perform import

Figure 9: Configuration for importing devices

Select groups to add (1)

Figure 10: pop-up from "Add Devices to Group "
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7.  Click Upload in Figure 9 and choose the .csv file you created in step 1. Then, click Perform import. The Import log window at the bottom
will show the status of the import process.
Impeort log

Import performed successfully on 1 devices
Figure 11: import success message
8. Goto Device groups > the group you created (‘test’in our example) > Devices. Click the device on the right column. Check the gateway

status as Online on the next page.

@ Administration +  Device actions =  Devices inventory (G V- Historical analysis ~ Monitoring & Reporting ~

Groups management - test = [

Search... - Include subgroups Advanced contains v Search by "Idenfity”™ (click column F
€ Overview
T test IDENTITY cc +DESCRIPTION L WAN INTERFACE IP + MANUFAC
] Devices
COEE40-RG1XX293904 g |- 104.230.125.102 Laird

= Migrations

& Setup -
5] Tasks

[T Propertias

Ll Monitoring =
/& Maintenance -
|~ History

Figure 12: Device under device group

=
Al Administration ~  Device actions ~ ESEUGEERWTENGHEN Device groups  Historical analysis ~ Monitoring & Reporting «

COEE40-RG1XX293904 | X3

Manufacturer Laird (COEE40) Software version Laird Linux gatwick-laird-9... Last bootstrap 2023.07.24 01:25:42
Froduct Sentrius IP 104 230125102 Last alle Y
Add imaze Serial number RG1xx293904 Uptime 0 day({s), 00:01:51 I Info Next connection: 2m
MAC address - Last visit time 2023.07.25 05:22:0%

Figure 13: Device page

Note: If the gateway status is offline, give it some time as you set for the period interval in RG1xx Ul. Also, the next check-in time
can be found in Info (Figure 13).
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4 Provision RG1xx’s Wi-Fi profile remotely through AVSystem

We will create multiple tasks in three different times. We do this because the order is important, and it’'s needed that one task is completed before
starting another. In this example, we will create a Wi-Fi profile that has WPA2_PSK security. If you use different security type, adjust parameters

accordingly as shown in the RG1xx User Guide.

1. [Task #1] In the Data Model, find InternetGatewayDevice.Laird.SavedProfileSettings.AddProfile and click (empty) to write a value for

write value on it.

COEE40-RG1XX293904 EIX3

Manufacturer Laird (COEE40) Software version Laird Linux gatwick-laird-9...

Product Sentrius IP 104230.125 102
Add impge Serial number RG1xx293904 Uptime 0 day(s), 00:01:51
MAC address - Last wisit time 2023.07.25 05:22:09
€ Overview Change parameters  Review changes Advanced editor
Search...
@ Dashboard
. NAME

£ Configuration
E! ¥ InternetGatewayDevice

i= Data model P Cellular
¥ Devicelnfo

Bl Tasks o

s Mesh graph » IPRingDiagnostics
¥ Laird

& General management S
P ActiveProfileSettings

A Troubleshooting = ¥ GatewayManagement
P LANSettings

Ll Monitoring
P LORASettings

#& Maintenance - ¥ SavedProfileSettings
—

AddProfile
[3 Documents —_—

Figure 14: InternetGatewayDevice.Laird.SavedProfileSettings.

Yalue

I WKW2|

Type

{automatic type) W

Revert Save

Figure 15: write value for Wi-Fi profile
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2. InRGIxx Ul, go to Wi-Fi > Profiles and the newly entered profile is created.

Dashboard LAN LoRa
Scan Wi-Fi Profiles
Advanced Defaults#”
WKW
Status Connecied
SSID WKW WKW2.#

Alemm—al  AC

Figure 16: Wi-Fi profile created remotely

Settings

Activate

Activate

3. [Task #2] Update the following parameters for the newly added profile, and wait until the next check-in.

- InternetGatewayDevice.Laird.SavedProfileSettings.ProfileName = <the profile created in task #1>

- InternetGatewayDevice.Laird.SavedProfileSettings.SSID = <SSID of your network >

- InternetGatewayDevice.Laird.SavedProfileSettings. WEPType = <your security type > (wpa2-psk in this example)

¥ SavedProfileSettings
AddProfile
AuthType
ClientMName
DeleteProfile
EAPType
ListProfiles
Mode
PSK
PSPDelay
Password
Powersave
ProfileMame

——
551D

—————
TxPower
Usermame

WEPType

Figure 17: Wi-Fi parameters under SavedProfileSettings
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© Copyright 2025 Ezurio
AllRights Reserved



€n ri

-0,

Sentrius RG1xx

f AW | Quick Start Guide
4. InRG1xx Ul, confirm that the configuration of the newly created Wi-Fi profile is set as expected.
Wi-Fi Profile: WKW2
SSID
l WKW
Security
WPAZ_PSK v
PSK
l sesssses
Figure 18: configuration of the newly added Wi-Fi profile
Note: It looks that PSK key was set and hidden in the above picture, but the pre-shared key is actually not set yet at this stage.
5. [Task #3] Activate the profile with PSK set.
- InternetGatewayDevice.Laird.ActiveProfileSettings.PSK
- InternetGatewayDevice.Laird.ActiveProfileSettings.ProfileName
. NAME DESCRIPT  TYPE . VALUE
¥ InternetGatewayDevice Show
¥ Cellular Show
¥ Devicelnfo Show
» IP Show
> IPPingDiagnostics Show
¥ Laird Show
¥ ActiveProfile Settings Show
AuthType Show xsd:sting = Open
ClientName Show xsd:string | (emphy)
EAPType Show xzd-string MHone
Mode Show wsd:string ABGN
= — md:String E
PSPDelay Show wsdsting 200
Pazsword Show ¥sd:string | T
Powersave Show xsd:string =~ Fast
ProfileMame Show xzd-string wrwz O
Figure 19: Parameters under ActiveProfileSettings
6. InRGIxx Ul confirm that your profile is activated and connected to your network.
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Scan

Advanced
I Status Connecied
SSID WKW
Channel 8§
BitRate 144 Mbps
IP Address 192.168.50.81

RSSI: -44 dBm

Figure 20: The newly added profile is activated
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Wi-Fi Profiles

Defaults”

WKW

Activate

Activate

WKW2.#"
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5 Additional Information

Please contact your local sales representative or our support team for further assistance:

Headquarters Ezurio
50 S. Main St. Suite 1100

Akron, OH 44308 USA

Website http://www.ezurio.com
Technical Support http://www.ezurio.com/resources/support
Sales Contact http://www.ezurio.com/contact

Note: Information contained in this document is subject to change.

Ezurio’s products are subject to standard Terms & Conditions.

© Copyright 2025 Ezurio All Rights Reserved. Any information furnished by Ezurio and its agents is believed to be accurate but cannot be guaranteed. All specifications are subject to change without notice. Responsibility for the
use and application of Ezurio materials or products rests with the end user since Ezurio and its agents cannot be aware of all potential uses. Ezurio makes no warranties as to non-infringement nor as to the fitness, merchantability,
or sustainability of any Ezurio materials or products for any specific or general uses. Ezurio or any of its affiliates or agents shall not be liable for incidental or consequential damages of any kind. All Ezurio products are sold pursuant
to the Ezurio Terms and Conditions of Sale in effect from time to time, a copy of which will be furnished upon request. Nothing herein provides a license under any Ezurio or any third-party intellectual property right. Ezurio and its
associated logos are trademarks owned by Ezurio and/or its affiliates.
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