Laird -,

SYNC T0 CHANNEL — AC4490 AND CL4490
Application Note v.1.0

INTRODUCTION

Laird Wireless uses frequency hopping protocol with a fixed pseudo-random hopping sequence on our
transceivers. This protocol yields superior interference rejection and multipath immunity. The server radio
sends timing beacons out on a regular interval and the clients hear these beacons and synchronize their
frequency hopping to the server.

Though servers cannot send packets to each other, they can hear the timing beacons sent out by other
servers. Normally, the servers ignore these beacons. However, when Sync to Channel is enabled, and a
specific server is designated as the synchronization master, the other servers listen for the beacons from the
master server and then synchronize their hop timing to that server.

Why is this important? If two servers (and their clients) are operating in the same area and their frequency
hopping is not synchronized to each other, they might try to occupy the same frequency at the same time. In
severe cases, they could interfere with each other on every frequency, causing very sluggish communications.

To avoid interference, collocated servers can use Sync to Channel. Sync to Channel synchronizes the
frequency hop timing between these servers so that they never occupy the same frequency at the same time.

CONFIGURING SYNC T0 CHANNEL

To use Sync to Channel, you should designate one server (preferably the most centrally located server) as the
“Hop Master.” This server should be programmed to a numerically low RF Channel Number and should have
Sync-to-Channel disabled. All other servers in the area should have Sync to Channel enabled and have their
Sync-Channel set to the RF Channel Number of the server chosen as the Hop Master. Preferably, if a server is
outside of the range of the Hop Master server it can have its Sync Channel set to the RF Channel Number of
another server (with a lower RF Channel Number than its own) that is in range of, and synchronized to, the
Hop Master server.

The following rules apply to Sync-to-Channel:

1. One server should perform the function of Hop Master.

2. The Hop Master server should have its RF Channel Number set to a numerically low value and

should have Sync to Channel disabled.

It is preferable to centrally locate the Hop Master server.

4. All Servers in the collocated system (those synchronized to the Hop Master server) should have
Sync to Channel enabled.

5. All servers in the collocated system should have their Sync Channel set to a value lower than their
RF Channel Number.

6. All servers, including the Hop Master server, should have their RF Channel Numbers separated by a
minimum of 4-5 Channels (i.e. Server 1, Hop Master = RF Ch 16, Server 2 = RF Ch 21, Server 3 =
RF Ch 26...) to avoid inter-channel interference between the radios as they hop through their
pseudo-random hopping sequence.

7. If the servers to be synchronized are in range of the Hop Master server, it is preferable to set their
Sync Channel to the RF Channel Number of the Hop Master server.

8. If some of the servers to be synchronized are outside of the range of the Hop Master server, set
their Sync Channel to the RF Channel Number of a server (with a lower RF Channel Number than
its own) that is in range of, and synchronized to, the Hop Master server.
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Note:  All servers with Sync-to-Channel enabled depend on the server designated as Hop Master. If the
Hop Master is not powered on and in range, the Sync-to-Channel servers will not synchronize,
their LINK LED will not illuminate, and their networks will not communicate.

All collocated servers must be programmed to the same channel set, as shown in Table 1.

Table 1. RF Channels for CL4490

0 (CL4490 - 1x1 0x00 - OxOF 902 - 915 MHz (26 hop bins) US / Canada

CL4490 - 200)

1 (CL4490 - 1x1 0x10 - Ox2F 902 - 928 MHz (50 hop bins) US / Canada

CL4490 - 200

CL4490 - 1000)

2 (CL4490 - 1x1 0x30 - 0x37 915 - 928 MHz (22 hop bins) Australia (-1x1/-200/-1000)
CL4490 - 200

CL4490 - 1000)

What happens if you don’t enable Sync to Channel and you have collocated servers? There are good odds
that you will see a decrease in throughput due to the systems trying to occupy the same frequency at the
same time. In severe cases, you could lose communications all together depending on how much bandwidth
your system requires. Due to crystal differences between the servers, you may see intermittent interference.
Sync to Channel is pictured in Figure 1 and Figure 2.

Server 2:
RF Channel Number: 4
Sync-to-Channel: Disabled

| Sync Channel: N/A
Frequency

Figure 1: Two servers without Sync to Channel enabled

Server 1:

RF Channel Number: 2
Sync-to-Channel: Disabled
Sync Channel: N/A

Both Servers are
trying to use this
frequency at the
same time.
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Server 1: Server 2:

RF Channel Number: 2 RF Channel Number: 4
Syne-to-Channel: Disabled Syne-to-Channel: Enabled
Sync Channel: N/A Sync Channel: 2

Frequency >

Figure 2: Two servers with Sync to Channel enabled

How do | configure Sync to Channel?
To configure Sync to Channel, use the Laird Configuration Utility available here.

The installer prompts you to install the software on your PC. Once the install is completed, you can open the
software from Start -> All Programs -> Laird Technologies Wireless -> Laird Technologies Config.exe.

Note: Items 2-6 in the following list correlate to the numbered items in Figure 3.

1. The software opens to the Configure tab. You must change to the PC Settings tab at the top of
the window.

2. RF Options mentioned in this procedure require that the "Show All Options" box is selected in the
Security Pane on the PC Settings tab of the Configuration Utility.

To enable the Security Pane follow these directions:
a. From the PC Settings tab, click About.
b. Inthe “About” window, click anywhere next to the lines of text. A blinking cursor
displays.

e —
Laird Technologies

11160 Thompson Avenue
Lenexa, KS 66219|
(800)492-2320
Fax:(913)492-1243
www.lairdtech.com/wireless
email:
wireless.support@lairdtech.com
Version:

NZH

c. Type the following in all lower case letters: showframe!

Note: Nothing displays on the window when you type.
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d.  When you finish typing, the Wireless Configuration and Test Utility window appears and
says “Security Frame now visible”.

e. Click OK in the Wireless Configuration and Test Utility window.

f.  Click OK in the “About” window.
g. A "Security” section now displays on the PC Settings tab.
h. Check the Show All Options check box.
Configure Il Range Test Il Terminal/Chat 11 Command T PC Settings
Port1 Settings Options:
& USB /COM Port Add | Find | Open Port ¥ Save Settings on Ext
" TCPIP Port Ports | Ports ¥ ResdAite wih AT Commands
Port Status: Unavalable ™ Use Auto BaudPort
ot [ j ™ Auto Archive EEPROM Settings
- ™ Montor UDP for new devices
o Rste: [s7600 =
Party: [Noﬂe(rmmmdj % e  [oorertiee -
o o [Paraware = Broduct
DetaBis: [ =l sopees |t | | [ secuty
[~ Disable EEPROM Protection

Enabled [~
L0 Add | Find
C Ports | Ports

il | K | | | E

L
Kl

‘Communications ide

i.  Click the Configure tab. The “Radio Features” list now displays the advanced features in
the right column.

j. Click Read Radio to populate the advanced feature settings.

Note: For more detailed information on how to enable the security pane, see the Laird
Configuration Utility User Manual.

3. Select the appropriate product from the Product drop-down menu (Connex4490).

4. Select the COM Port that is connected to your radio. If you are unsure, press the Find Ports button
and the drop down list populates with available COM ports.

5. Select the baud rate that matches the baud rate that the radio is programmed to (the default baud
rate for the 4490 family is 57600.

6. Verify that the COM Port selected is OPEN and that CTS Port 1 is LOW.
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™ Connex4490 Configuration/Test Utility E]
Configure 1 Range Test 1 TerminaliChat Ili Command | PC Settings ]
Port1 Seftings Options
& USB /COM Port sdd | Find | Open Port [v Save Settings on Exit
" TCP/IP Port Ports | Ports | Close Port [V ReadMrite with AT Commands
a Port Status: Open [~ Use Auto BaudPort
sl port; |COM18: RacioShack USB to Serial ¢ v| | | [ Auto Archive EEPROM Settings
- [~ Monitor UDP for new devices
Baud Rate: |575°° j
5 e INone (recommended) j procuct
Parity:
Product: IConnex4490 Ll
Handshaking: IHardware (recommended) LI S
Dta Bits: |3 :l' Stop Bits: I‘l :I' Security \3
- Dlsab!e EEPROM ection
Port2 Settings Vs ]
Enabled: [V
(¢ USB /COM Port Add | Find | Open Port
" TCP/IP Port Ports | Ports | Close Port
Port Status: Unavailable 2
port: | =l
Baud Rate: [s7800 =l
Parity: |None (recommended) ~|
Handshaking: [Nore =

Data Bits: I8 :':] Stop Bits: I1 :']
2 6~ |

/

Port1: Open [COM18] [57,600] [8-N-1] RTS Port1: High CTS Portt: Low
Communications idle

Figure 3: PC Settings tab
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7. Go to the Configure tab and click the Read Radio button at the bottom right of the screen. A
message stating “Read Successful” should appear after a successful read (Figure 4).

"7 Connex4490 Configuration/Test Utility

Configure | Range Test | TerminaliChat il Command i PC Seftings j
~ Radio Interface ~Radio RF ~Radio Features
2 Hex . |ciient = v Auto Config
Interface Timeout: l ; Client/Server: I _] ¥ Full Dupl
RF Packet Size: |46 RF Channel Number: |10 Hex [~ Dsta Encryption
3 l; - I-‘ [V Auto Destination
Cl S>ync to Channel r_ Broadcast Mode
CTS On Hysteresis I g Max Power: IF“ Powver LI ™ Unicast Only
Auto Channel
Mex Transmit Retries: |10 e SystemD: |1 = [l: Sync to Channel
Broadcast Attempts l [~ One Beacon Mode
FF Hex [~ RTS Enable
Stcp B Delay: I [~ Modem Mode
Range Refresh: |48 [~ 485 DERE
[~ Protocol Status
[~ Parity
' [~ Receive API
~Info Center I Ent i API Enabol
Full Duplex: I~ Transmit API
Vigw in Full Window] I Ent
In Half Duplex mode, the transceiver will send 2 pack r— P
over the RF immaediately. This can cause packets sent at the - arC =4
same time by 3 Server and  Client to collide with each other | = DES Ke I b [~ Auto Calibrate
over the RF. To prevent this, Full Duplex Mode can D2 Ls Range
enabled. This mode restricts Clisnts to transmitting on o&8 r R
aumbered faquancy "bins” and the Server to transmitting on RF Delivery: Addressed
even fequancy bins. Though the RF hardware is still — §
tachaically half duplex, it makes the transceiver seem Sli MAC Address: 00 50 67 93 8A F6
duplex. This can cause overall throughputs to be cut in half Eirmware Version: ¥ 8.7-1
Note: All transceivers on the same network must have the D.OB: 51872012
Sia sty & Rel Digiee ¥ Full Part Number: CL4490-1000-232-01 \
—_— A N
GUI View EEPROM 4] d]current: 0 records found for this radio » IN’
Editor View
IPorM .C":w:.‘zl Pairing | ShowDeta\ll CompaeEEl Load File | SavetoFIeI Print I NieRadoIlReadRadioI
Port1: Open [COM18] [57 600] [8-N-1] | RTS Port1: Low | CTSPortl: Low [Port2: Unavailable | RTS Port2: High [ CTSPort2 High
: 0 I. m r—" — .
Figure 4: Configure tab - Read Successful
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8. To configure the Hop Master, select Server and Broadcast Mode. Make note of the RF Channel
Number (Figure 5). Once the appropriate changes have been made, click Write Radio. A Write
Successful prompt appears after a successful write. Note that the values are shown using

hexadecimal representation; you may change this to decimal notation by double-clicking on the
word “Hex" (it changes to “Dec”).

"] Connex4490 Configuration/Test Utility

Configure | Range Test I TerminaliChat | Command It PC Settings
Radio Interface Radio RF Radio Features
3 2 Hex . Server ~ [v Auto Config
Interface Timeout: I ClientiServer: l _| [V Full Duplex
[4 ' RF Channel Number: |10 Hex
I' He Max Powver: |Fu|l Power j
[ ‘ SystemD: |1 Hex
Broadcast Attempts: I4 Hex
Stop Bit Delay: |FF Hex
Range Refresh: |48 Hex
[~ Protocol Status
| | [ Parity
[~ Receive AP
Info Center Radio Other [~ Enhanced APl Enable
Broadcast Mode: A | interface Baud: |57500 'I Calc Baud I I~ Transmit Af
View indow] snced Re
In Broadcast Mode, the transceiver will transmit the packet to tination I E s
all collocated transceivers with the same RF Channe! Numbar - ey
and System ID sattings, Thers is no RF Acknowladgement Ke I [ Auto Calibrate
) back to the transmitter, therefore the [~ Long Range
RF Delivery: Addressed
Time to tansmit packet = 20ms ¢ Broadcast Attempts ¢ — MAC Address: 00 S0 67 93 8A F6
(Full Duplex = 1) Firmware Version: V 8.7-1
J D.OB. 5182012
LIS G Full Part Number: CL4490-1000-232-01
EEPROM I4] 4]Current: 0 records found for this radio b
GUI View : :
Editor View
IPorH Port Z | Pairing I ShowDefaml CompareEEl Load File | SavetoFilel Print | M‘AeRadiol ReedRadioI
Port1: Open [COM18] 57 600] [8-N-1] RTS Port1: High CTS Port1: Low
Communications idle

Figure 5: Hop Master settings
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9. Configure all radios that will communicate with the Hop Master server as Client and Auto
Destination with the same RF Channel Number as the Hop Master server. Then click Write Radio.

nnex4490 Configuration/Test Utility

Configure | Range Test | TerminaliChat | Command I PC Settings
Radio Interface Radio RF / Radio Features
4 . |2 Hex : . |Client = v Auto Config
Interface Timeout: ] : Client/Server. I _] [ Full Duplex
f4 ‘ RF Channel Number: |10 Hex [~ Data Encryption
I : J Max Powver: IF“" Powver _LI [ Unicast Only
Auto Channel
Max Transmi Retries: |10 Hex SystemD: |1 Hex }: :
t I ’ J [~ One Beacon Mode
- |FF Hex ™ RTS Enable
Stop B Delay. ! [~ Modem Mode
Range Refresh: 143 Hex [~ 485DERE
[~ Protocol Status
[~ Parity
[~ Receive API
Info Center Radio Other [~ Enhanced API Enable
Interface Baud: |575°° :I' LM I~ Transmit
Auto Dastination can Destinat l F ) .
h allows the Client to » ‘ i ¢
cally st its Dastination Address to the address of the . ' [~ Auto Calibrate
Server upon receiving the Server baxcon. [~ Long Range
Addeass: Ox36, vin: 4 RF Delivery: Addressed
Enable: 1, Disadle: 0 MAC Address: 00 50 67 93 8A F6
Yf.&‘.‘:“ Dissbied. Firmware Version: V 8.7-1
‘ersion: 1.7 and higher
= D.OB. 51812012
Full Part Number: CL4490-1000-232-01
OUlView | EEPROM I4] dcurrent: 0 records found for this radio » i
Editor View
I Port1 PortZ | Pairing I Show Default | Compare EE I Load File | SavetoFile Print | Write Radlio | Read Radio l
Port1: Open [COM18] [57,600] [8-N-1] RTS Port1: High CTS Portl: Low vailanl ; Portz Higl
Communications idle r
Figure 6: Client settings
Embedded Wireless Solutions 8 Laird Technologies
Support Center: http://ews- Americas: +1-800-492-2320
support.lairdtech.com Europe: +44-1628-858-940

Hong Kong: +852 2923 0610
www.lairdtech.com/ramp


http://ews-support.lairdtech.com/
http://ews-support.lairdtech.com/

Sync to Channel — AC4490 and CL4490
Application Note

10. Configure server #2 as Server and Broadcast Mode with an RF Channel Number at least 4-5 steps
above the RF Channel Number of the Hop Master. Under the Radio Features section, check the
Sync to Channel box and in the Radlio RF section, set the Sync to Channel to the RF channel of the
Hop Master (Figure 7). Click Write Radio to write the changes to the radio’s EEPROM.

"7 Connex4490 Configuration/Test Utility

Configure 1 Range Test Il TerminaliChat | , Command Il PC Settings
Radio Interface Radio RF Radio Features
v Auto Confi
Interface Timeout: |2 Hex Client/Server: [S°'V°' _'_l > 9
[V Full Duplex
|4 RF Channel Number: |15 < Hex [~ Data Encryption
e - [10 Hex I” Auto Destinat
I Sync to Channel: [ 17 Brosicast Mok
I . Max Power: |Full Powe > [ Unicast Only
- e Hex I” Auto Channe
I SystemiD: l [V Syncto Channel
Broadcast Attempts: I4 Hex [~ One Beacon Mode
= |FF Hex [~ RTS Enable
Stop Bk eley: | I~ Modem Mode
Range Refresh: |48 Hex [~ 485 DERE
[~ Protocol Status
[~ Parity
- [~ Receive API
Info Center Radio Other e ed AP| Enal
Sync Channel: A | iterfacs Baud: |s7soo v| CachaudI ™ Transmit Al
g Window] Enhanc
These transceivers use Saquency hopping protocol with 3 Destinat I : ’ ! [I: .
Sxad psavdo-nandom hopping saquance. This protoco! yislds g b
suparior interfrence rajaction and multipath imm < DES K I [~ Auto Calibrate
Server nadio sends timing beacons out on 1 negular L Range
The Clisnts _h-m these baacons and synchronize their L o
faquancy hopping 1o the Server. RF Delivery: Addressed
Though Servers cannot send packets to each other, they can MAC Address: 00 S0 67 83 8A F6
hesr the timing Dascons sent out by other Servers. Neemally, Eirmware Version: ¥V 8.7-1
<vhn.' simnlv isncors tha hasrans sant ant ™ the Aﬂ'ﬂr) D.OB: 5182012
— — Full Part Number: CL4490-1000-232-01
A EEPROM I4] d]current: 0 records found for this radio » M
View
Editor View
I Port 1 [ | Pairing I Show Defaull Compare EE l Load File | Save to Fiel Print | Wite Radiol Read Radiol
Port1: Open [COM18] [57 600] [8-N-1] RTS Port1: High CTS Port1: Low vailable RTS Port2: High Port2: High
Communications idle I
Figure 7: Server #2 settings
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11. Configure the radios that will communicate with server #2 as Client and Auto Destination and
with the same RF Channel Number as server #2 (Figure 8). Click Write Radio to write the changes
to the radios EEPROM.

"] Connex4490 Configuration/Test Utility

PC Seftings

Configure
Radio Interface

Interface Timeout:

Range Test

| TerminaliChat

Command |

Hex

Radio RF

Client/Server:
RF Channel Number:

Radio Features
[V Auto Config
[V Full Duplex
[~ Data Encryption

[~ Unicast Only
Max Transmit Retries: |10 SystemD: |1 Hex E Auto Channel
| : [~ One Beacon Mode
|FF Hex [~ RTS Enable
[~ Modem Mode
[~ 485 DERE
[~ Protocol Status
[~ Parity
[ Receive API
[~ Enhanced API Enable

I : Max Power: IFuII Powver _,J
Hex

Stop Bit Delay:

Range Refresh: |48 Hex

Radio Other

Interface Baud: |575°0 'l Calc Baud I

I 7 Auto Calibrate
[~ Long Range

Info Center

Auto Destination:

o

RF Delivery: Addressed

MAC Address: 00 50 67 93 8A F6
Firmware Version: V 8.7-1

D.OB.: 5182012

Full Part Number: CL4430-1000-232-01

I4] 4]cCurrent: 0 records found for this radio

EEPROM | AL

Editor View

o o]

Port1: Open [COM18] [57 600] [8-N-1]
Communications idle

GUI View

Pairing | ShowDefauRl Compare EEI Load File | Save to Fiiel Print I Write Radiol Read Radiol

RTS Port1: High CTS Port1: Low

_

Figure 8: Client settings

12. Repeat Step 10 for each server that needs to synchronize to the Hop Master; if the server will not
be in range of the Hop Master server, set its Sync to Channel to the RF Channel Number of
another synchronized server that is in range of the Hop Master (make sure the RF Channel Number
of the server is higher than the Sync to Channel).

13. Repeat Step 12 for all clients that you wish to communicate with each server from Step 12.

I've configured my radios, what's next?

Once you have configured all radios, set up your network similarly to the one shown in Figure 9. The main
server or Hop Master must be powered on anytime that the other servers are connected to enable them to
synchronize and communicate with their clients. If a centralized network does not work and all servers are
not in range of the Hop Master, use a daisy chain network as shown in Figure 10.
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Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Client Radio ;:ch::adrm
RF Channel: 16 nnel:

Server Radio
RF Channel: 16

Sync-to-Channel: Disabled
Svnc Channel: N/A

Client Radio
RF Channel: 21

Client Radio
RF Channel: 21

Client Radio ::i:: Rad:oz .
RF Channel: 21 anne

Server Radio
RF Channel: 21

Sync-to-Channel: Enabled
Svnc Channel 16

Client Radio
RF Channel: 26

Client Radio
RF Channel: 26

Client Radio ::'le:': Radi'026
RF Channel: 26 anne

Server Radio
RF Channel: 26

Sync-to-Channel: Enabled
Svne Channel: 16

Figure 9: Sample Centralized Sync to Channel Network configuration
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Client Radio
RF Channel: 21

Client Radio
RF Channel: 21

Client Radio
RF Channel: 21

Client Radio
RF Channel: 21

Server Radio
RF Channel: 21

Sync-to-Channel: Enabled
Svnc Channel: 16

Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Server Radio
RF Channel: 16

Sync-to-Channel: Disabled
Svnc Channel: N/A

Client Radio
RF Channel: 26

Client Radio
RF Channel: 26

Client Radio
RF Channel: 26

Client Radio
RF Channel: 26

Server Radio
RF Channel: 26

Sync-to-Channel: Enabled
Svnc Channel: 21

Figure 10: Sample Daisy Chain Sync to Channel Network configuration
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