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INTRODUCTION
In July of 2017, the Bluetooth SIG released Mesh Profile Specification v1.0 which describes a Mesh Profile
running on top of any device which is v4.0 or newer.
The goal of this document is to provide a detailed overview of BLE mesh by introducing you to some core
concepts of how a BLE mesh works at the application level.

OVERVIEW
This document presents an overview of BLE mesh. For more details, refer to the Bluetooth SIG Mesh
Networking Specifications (three separate documents with a combined total of 708 pages).
The v1.0 Mesh specification describes a Managed Flood Mesh Network. It uses BLE adverts to convey
messages from one node to one or more nodes using a publish/subscribe paradigm. This means that, if the
destination nodes are not within BLE range, the message eventually reaches the intended destination
because other nodes rebroadcast those messages, resulting in that message hopping across. This is
illustrated in Figure 1 where it shows that, although node 14 and 41 may not be within range, there are
nodes physically in the intervening space for the message to hop across.

Figure 1: Managed flood mesh network example

For example, the message can take many routes; the 14-23-32-41 is just the shortest. Because this is a
managed flood mesh, when the message is sent, it is given a maximum hop limit (TTL) to avoid a cascade of
messages. To further mitigate, each relay device is required to keep a copy of the most recent messages
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(message cache) it has relayed and, if it’s already seen a message in the cache, is prevented from relaying it
again.
For example: An alternate route could be 14-24-23-32-41, however, if an earlier message had taken the 1423-32 route, when the message gets to 23 from 24, it is discarded because it was already relayed once. If the
hop limit (mentioned in the specification as TTL – Time To Live) is set to three, then all other routes are
eventually dead ends because the hop count decrements to zero and beyond the specification mandates
that a message cannot be relayed.
Also note that if node 41 is in direct “earshot” of node 14, the message can skip all of the intermediate
nodes and arrive directly at node 41. Those intermediate nodes still receive and re-broadcast that message if
configured to do so (relay). The relay nodes are not routers and the transmissions sent from a relay node are
received by any other node that is actively listening.

APPLICATION LEVEL
To understand BLE mesh at the application level from a developer’s perspective, think of nodes sending and
receiving well-defined messages, using a publish/subscribe paradigm which invokes a certain prescribed
behavior at the destination node.
Before a more in-depth explanation is presented, it is appropriate at this point to present some terminology
that the mesh specification uses.
At the application level, each message sent from a node contains an OPCODE which defines what meaning
the receiver attaches to the data contained within. This OPCODE can consist of 0 to 380 bytes.
The OPCODE is from one to three bytes long. The first and second byte OPCODES are reserved for Bluetooth
SIG use and third byte OPCODES are allocated for vendor-defined messages. These three bytes are made up
of a value in the range 0xC0 to 0xFF (totalling 64 opcodes) and the three-byte company ID that can be
obtained for free by BT SIG members. For example, Nordic Semiconductor’s company ID is 0x0059 and
Laird’s is 0x0077.
The two most significant bits of the OPCODE define the length; this explains that a vendor opcode can only
have values starting with the byte 0xC0 to 0xFF.
In a publish/subscribe architecture, there is usually a topic and data associated with a message. For BLE
mesh, the topic is the node address of which there are unicast and group types. Each are 16-bit entities.
▪ 1 to 0x7FFF – Unicast addresses
▪ 0x8000 to 0xFFFF – Group addresses
For example, taking the lighting use case in a house, the mesh provisioner could allocate a group address
0xC000 as the dining room, 0xC001 as the kitchen, etc. Then, when light switches are commissioned, they
could be configured to publish to group address 0xC000 which means it affects light bulbs in the dining
room. With this scheme, there is no need for a central server for multiplexing messages to subscribers.
BLE mesh is very security-conscious; by the time an application is segmented and advertised, it is encrypted
and authenticated twice with a MIC (Message Integrity Check). The first time, with an application key and
the second time, using a network key. This is depicted in Figure 2 which is for a message transmitted from a
node.
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Figure 2: Application is encrypted and authenticated twice

When a device becomes a member of a mesh, it receives at least one appkey and one netkey. It also is
configured with publish information consisting of a unicast or group destination.
Therefore, when the application message is published, the destination address and the appkey are
programmed at the time it joins the mesh network. The appkey also defines the netkey that is used further
down the stack.
One reason for two stages of encryption is that nodes with the same netkey can still relay messages without
being able to understand the message. This makes sense because you may want a light bulb to relay a
message to the lock but without understanding the application message because a lock has different security
credentials than a bulb.
Because a node has several netkeys, it can relay all messages for which is has a netkey.
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The process flow for incoming messages is shown in Figure 3.

Figure 3: Process flow for incoming messages

Figure 3 shows that, as network packets are received, they are decrypted using the appropriate netkey
(remember, a node can be a member of multiple sub-nodes and so has multiple network keys).
The packet is then handed to the upper layer which reassembles it, if required.
Once the entire message is reassembled, the encrypted message is handed to the next upper layer where it
is decoded using the appropriate appkey. If the MIC does not match, the message is discarded. If the
destination address does not correspond to this node’s unicast address or does not exist in the subscription
list, it is discarded. If the appkey used to decode is not bound to that message opcode (this is done when the
device was first added to the mesh network), the message is discarded.
Finally, when it passes all those gates, the opcode in the message is compared to those that are registered; if
there is a match, the handler for it is called and is passed the payload.
The handler then implements the behavior associated with that message which could result in a message
being sent back to the sender and a message publication so that all subscribers are also informed.
At this point, you have a very high-level view of BLE mesh as simply a group of nodes that publish and
subscribe to messages that are encrypted twice; once with an appkey and then again with a netkey.
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In the previous explanation, I try to avoid as much new specification terminology as possible. Table 1
contains terms and definitions presented in the specification in conjunction with Figure 4 (a depiction of the
states a mesh device can be during its lifetime).
that the specification introduces and so before further discussion, it is appropriate to reproduce and discuss
a table of terminology that is presented in the specification as below in conjunction with Figure 4 which is a
depiction of the states a mesh device can be during its lifetime.
Table 1: Specification terms and definitions

Term
Address
Configuration
Client
Destination
Device
Element
Message
Neighbors
Network
Node
Provision
Provisioner
Relay
Source
State
Subnet

Definition
The identity of one or more elements in one or more nodes.
A node that implements the Configuration Client model which is used for provisioning a
device.
The address to which a message is sent.
An entity that is capable of being provisioned onto a mesh network.
An addressable entity within a device. A device is required to have at least one element.
An element is a container of models which in turn are containers of opcodes.
A sequence of octets that is sent from a source to a destination.
Nodes in direct radio range (single hop).
A group of nodes sharing a common address space.
A provisioned device.
The process of authenticating and providing basic information (including unicast addresses
and a network key) to a device. A device must be provisioned to become a node. Once
provisioned, a node can transmit or receive messages in a mesh network.
A node that can add a device to a mesh network and does so using a Configuration Client
Model that its primary element contains.
A node that receives and then rebroadcasts messages.
The address from which a message is sent.
A value representing a condition of an element that is exposed by an element of a node.
Not to be confused with state of a state-machine.
A group of nodes that can communicate with each other.

Figure 4: The states a mesh device can be during its lifetime
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The term Element from Table 1 is defined as something of which a device has one or more instances. Think
of an element as simply the array of opcode/handler pairs. When a device is provisioned, it is assigned a 15bit node address; it is assigned as many consecutive addresses as there are elements.
For example, if a device is a light switch with three switches, it has three elements. The reason it has three
elements is because, given an element is simply an array of opcode/handler pairs, it implies that there can
only be one instance of an opcode in that array. The only way to address the three switches is to create
three elements so that, when a message is sent for a switch state change, the node address for that element
The provisioner maintains shared global information (see Figure 5) pertinent to the proper operation of a
mesh network, whose task is to provide and keep track of one or more addresses that are assigned to a
device. This is completed during the provisioning phase (see Figure 4) which is the transition from
unprovisioned to unconfigured state.
An unprovisioned device, when powered up, sends unprovisioned beacon adverts containing a unique and
unchanging device UUID that identifies it. A provisioner, on receipt of that advert, establishes a logical
communication link (using adverts or a BLE connection) using the UUID as the device identifier. It then, using
Elliptical Curve Diffie-Hellman, negotiates a shared secret that becomes a long-term resource kept in the
provisioner (along with the device UUID). That shared secret is used to create a session key which is then
used to allocate one or more node addresses to the device and to provide it with a netkey and other security
material.

Figure 5: Shared global information

Figure 6 shows two arrays of keys. One for appkeys and the other for netkeys. The keys are 128-bit values
and a minimal subset is shared with a node during provisioning. The index value is used to identify them
when it is used to encrypt messages.
Once a device has the node address, netkey, and shared secret, it is provisioned but not configured as it does
not yet have any appkeys or publication and subscription information.
As Figure 6 shows, once configured, the provisioner uses a session device key (derived from the shared
secret) to then update the nodes with minimal information so that it is configured and ready to send and
receive messages. That minimal information is appkeys, more netkeys (if appropriate), publish information,
and subscribe information for all models.
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The best way to understand the term model is in the context of the array of opcode/handler pairs that an
element has. Think of that array of opcode/handlers as split into multiple subarrays. Then consider each
subarray as a model for the purpose of assigning different appkeys, publish information, and subscription
information which are saved as a group for each subarray in non-volatile memory. Figure 6 illustrates a
configured device.

Figure 6: Appkey and netkey arrays

It shows that a device has a unique identifier that never changes (the device UUID) depicted (as in Figure 7)
and is transmitted in the unprovisioned beacon.

Figure 7: Device's unchanging unique device UUID
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Once it is provisioned, it acquires the information shown in Figure 8 which is saved in non-volatile memory.

Figure 8: Information saved in non-volatile memory

At this point, only the first node address (the primary node) is saved because the device knows from other
context how many elements it presents to the mesh.
The IV index is a 32-bit value that starts at 0. It is used to create a unique nonce that takes a very long time
to wrap around.
The diagram then shows a collection of one or more elements (Figure 9).

Figure 9: Collection of elements
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Each element has the following:
▪

A netkey list and an appkey list (Figure 10).

Figure 10: Element's netkey list and appkey list

▪

The default Time to Live (TTL) information (Figure 11).

Figure 11: Default TTL information

▪

The default network transmit information which is basically how many times each message advert is
repeatedly sent and the time interval between each. This repeat transmission arises from the advert
broadcast mechanism that the flood mesh network relies on for its operations.

Figure 12: Default network transmit information

▪

One or more models (remember a model is just a subgrouping of the opcode/handler array) as shown
in Figure 13.

Figure 13: One or more models

Embedded Wireless Solutions Support Center:
http://ews-support.lairdtech.com
www.lairdtech.com/bluetooth

9
© Copyright 2015 Laird. All Rights Reserved

Americas: +1-800-492-2320
Europe: +44-1628-858-940
Hong Kong: +852 2923 0600

BLE Mesh Application Level Overview
Application Note
Each model has the opcode/handler array which, in the Laird smartBASIC module, is registered using easyto-use smartBASIC functions and event handlers which describes that model’s behavior (Figure 14).

Figure 14: Model's behavior

Each model also has the following
▪

The publication information consisting of of the publish address (which can be a unicast address or a
group address), an appkey index (used to encrypt and authenticate the message), a TTL override, a
period (if the message is to be automatically sent on a timed basis), and an override as to how often
each network PDU is to be repeated (Figure 15).

Figure 15: Publication information

▪

The subscription list – Basically a list of addresses that is used as a topic for filtering incoming
messages. If an incoming message has a destination address that matches one in this list, it can be
received and processed by this node (Figure 15).

Figure 16: Subscription list

▪

An appkey bind list – Basically a list of application keys that are used for the filtering of incoming
messages. If a message is decoded with a key that is not in this list, the message is discarded (Figure
17).

Figure 17: Appkey bind list

All the state information is saved in non-volatile memory. The information shown above is the minimal
information that is required for a node to be configured. There is additional state information that you can
configure. Refer to the Foundation Models section of the Mesh Profile Specification for the comprehensive
list. We suggest that you consult the specification after you have a good understanding of the minimal
operation.
Hence, when a device powers-up, the combination of the elements and models registered, along with the
state information is used to determine which state (shown in Figure 4) a device is in and proceed from there.
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It is therefore important to realize that, if the firmware is updated and the elements/model signature
changes, it will not match the information that is saved in non-volatile memory. The specification implies
that the device shall erase all information and revert to the unprovisioned state.
A provisioner can also send a message using the device key to reset a node so that it erases the non-volatile
information and reverts to the unprovisioned state.
Finally, there is the situation where a device (such as a light bulb) which no longer works because the LED is
faulty, is thrown away. In that case, there is a ‘trash-can’ attack threat as it still contains valid network and
appkeys. The specification in that case allows for all keys in all the mesh nodes to be updated but ensures
that the discarded node is not updated. That way, the node is blacklisted by the simple process of no longer
having the correct key to decrypt. For this to happen, the specification uses a Key Refresh procedure. Consult
the specification for details if applicable. It is expected that the Key Refresh process is never exposed at the
application level and is taken care of by the underlying mesh stack in the node transparently; only a
provisioner entity is required to initiate it. Hence, the only exposer to the application layer is in the
provisioner and even that is only to initiate a refresh.
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